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Abstract

We study the problem of localizing repair packets when packets are lost. When repair packets are
multicasted, a highly lossy receiver may swamp the entire multicast “group” with duplicate repair packets
thereby wasting bandwidth; thus, the protocols need repair locality.

We present a multicast layering scheme where the sender proactively distributes FEC repair packets
among multiple multicast groups. Receivers can selectively tune in to a subset of these multicast groups
to obtain number of packets close to the number they require. We develop an efficient algorithm that
dynamically determines the optimal distribution of FEC repair packets to a given (small constant) number
of multicast groups. The running time of this algorithm is independent of the number of receivers
in the multicast session, and is hence highly scalable. However, the optimal algorithm requires the
knowledge of the FEC repair requirements of all the receivers in the multicast group, and hence is
subject to the implosion problem. To handle the implosion problem, we develop a heuristic algorithm
that achieves repair locality very similar to that of the optimal algorithm, but does not require as much
global knowledge.

Our multicast layering scheme can be integrated into many known reliable multicast protocols to
enhance their scalability. For concreteness, we focus on singly scoped and hierarchically scoped SRM
as well as tree-based protocols and present combined protocols incorporating our solutions into each of
them. Our simulation experiments suggest that our solutions can substantially enhance the scalability of
these reliable multicast protocols.

1 Introduction

Reliable multicast protocols need to address the issue of recovering from packet losses. The crux is to design
a protocol that scales to tens of thousands, or even millions of receivers since the added control complexity
of multicasting has a greater payoff with such large numbers of receivers. Scalability is thus an important
problem in reliable multicasting, and it is a well-studied one. Many clever protocols have been proposed,
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e.g., SRM [1], RMTP[2], SHARQFEC [3], TMTP [4], to name a few; the resource web site [5] gives an
extensive background.

A natural approach to recover from packet losses is to make the sender retransmit the lost packets to
individual receivers. However, such sender-centric retransmission does not scale well. In a large-scale
multicast session, the probability that a given packet is lost by some receiver is high; thus, the sender may
end up retransmitting every packet. Additionally, if a packet is lost near the sender, most receivers would lose
that packet, and it leads to repair traffic that is proportional to the session size. We may avoid this problem
by allowing the sender to multicast the retransmission. However, as recent MBone studies [6] indicate,
many packet losses are not correlated, and different receivers may experience different loss rates. This leads
to the well-knownrepair-locality problem whereby repair traffic is not localized to its desired receivers.
Thus, when retransmission is multicasted, receivers may end up receiving many “unwanted” packets in the
repair traffic. Sender-centric retransmission schemes also suffer from the well-kmpbasion problem
in which the sender is potentially flooded by control traffic (request for packets, negative acknowledgment
from receivers, status requests, etc).

The popular consensus now seems to be to effectively delegate the responsibility of recovery to the
receivers. SRM [1], perhaps the most popular scheme for reliable multicast, allows receivers to multicast
requests to the entire group. Any receiver with requested packets can multicast it. With clever use of
randomized timers and suppression, SRM effectively solves the implosion problem. Unfortunately, SRM
does not solve the repair locality problem. This problem is alleviated, but not entirely solved, by local and
hierarchical scoping (grouping of receivers) [7].

There are tree-structured protocols such as TMTP [4], RMTP [2], and LBRM [8] that solve the implo-
sion and repair locality problems by imposing a logical tree structure to the multicast session. Specialized
receivers located at the root of the sub-trees of the logical tree receive requests and effect retransmission only
to their own children in the tree. These protocols work without any router support, but they need specialized
receivers. There are other protocols such as PGMP [9] and LSM [10] which propose to modify the routers
in order to localize repair packets to the region where they can be most effective. For these protocols to
be effectively used, “special” receivers (or routers) need to be widely deployed. Managing the logical tree
involving a large number of specialized receivers under network partition or machine failure would create
an enormous administrative burden.

Another approach to solving both the implosion and repair locality problems is to use forward error
correction (FEC). This involves splitting the original packet stream into grougspdckets, calledblocks.
For each blockh, FEC encoded packets are generated for suitably chbseReceivers can recover the
original block by receiving anys packets out of thé? 4+ h ones. When combined with an appropriate ARQ
technigue, the FEC technique incurs very low network overhead [11, 12, 13, 14, 15, 3].

The FEC approach can be employed in any of the protocols we have described so far such as SRM,
tree-based protocols etc. A noteworthy example is the SHARQFEC protocol [3] that combines hierarchical
scoping and hybrid FEC/ARQ. It breaks the entire multicast group into hierarchically nested scopes and
designates a receiver within each scope as the “zone closest receiver’ (ZCR). After receiving each data
block, each ZCR proactively multicasts FEC packets to the receivers in its scope. Since proactive FEC
packets and SRM-style suppression can reduce much of repair and request traffic, a scope can contain many
more receivers than a sub-tree in tree-based protocols. Therefore, fewer ZCRs are needed than the number
of designated receivers needed in tree-based protocols. In [3], it is shown that with scopes as large as 500
receivers, SHARQFEC can potentially scale to millions of receivers.



To summarize, scoping and employing FEC together with suppression techniques, leads to reliable mul-
ticast protocols that are suitably scalable. However, the main issue is to determine how many FEC packets
to transmit, and the suitable protocol to schedule the transmission of these FEC packets. Most existing
schemes force the sender to multicast as many FEC packets as the most lossy receiver in the session re-
quires. This is effective only if all the receivers in the group have similar loss rates. Unfortunately, in most
existing protocols, scopes are not defined by the loss rates of receivers, but by their physical locations. In
[16, 7], scopes are defined to be receivers within a certain “hop count” or time-to-live (TTL). Administrative
scoping incorporated into multicast addresses [17] is also based on physical locations. SHARQFEC [3] also
defines scopes based on the physical regions, cities, suburbs, etc. Inevitably, a large scope defined only by
physical locations comprises receivers with widely varying loss rates; thus, receivers with low loss rates
receive far too many redundant repair packets, and the overall repair traffic is excessive.

Contribution We present a novel protocol calledyered Multicast Recovery (LMR). A multicast session

is allocated with multiple multicast group addresses. The sender multicasts different amounts of FEC pack-
ets to different multicast groups. Each receiver joins a subset of the groups that together provide the number
of FEC packets it needs under its current loss rate. We present a highly efficient algorithm to find the optimal
allocation of repair packets to different multicast groups in order to minimize redundant traffic; its running
time is independent of the number of receivers in the session. However, the algorithm requires the source to
know the repair requirements of every receiver in the multicast group, and is subject to the acknowledgment
implosion problem. To remedy the implosion problem, we develop a heuristic algorithm that achieves simi-
lar repair locality as the optimal algorithm in most network topologies, but does not require as much global
knowledge. Our two solutions can be employed in various existing reliable multicast protocols to enhance
their repair locality, and scalability. In this paper, we integrate our solutions with SRM, a tree-based pro-
tocol, and a hierarchically scoped protocol. The resulting protocols are substantially enhanced versions of
their original in their scalability.

In what follows, we give a more detailed overview of our contributions.

Layered Multicast Recovery The outline of our protocol is as follows. Within each scope (session, if
there is only one scopeJ{ repair multicast groups (hereafter referred taasmir groups) are allocated.

MLR uses a hybrid FEC/ARQ scheme. First, receivers periodically compute the amount of FEC repair
packets required for loss recovery, based on their current loss rates. The basic assumption is that the mean
packet loss rate of a receiver does not fluctuate rapidly and slowly varies over time. Given the maximum
number of FEC repair packetg,...., required by a receiver in the scope, a ZCR (or the sender) partitions
fmaz PACKetS iNto F{ ¢, ¢, . .., dx } groups wherd is given as a some small constant, and transeits

repair packets to a different multicast group. While the receiver with the worst packet loss rate joins all the
multicast groups to receivg, .. repair packets, others can adjust the amount of repair traffic transmitted to
them by selectively joining only a subset of themulticast groups.

Given the number of FEC packets needed by the different receivers, the optimal algorithm allows a ZCR
to choose optimak’ to minimize the total redundant repair traffic to each receiver in its scope. For instance,
if there are five receivers which require 2, 2, 1, 4 and 4 repair packets respectivellf an@, theng
andg¢- are 2 each in order to minimize the total number of redundant repair packets that all receivers would
get. The first three receivers join the first multicast group while the last two receivers join both of the repair
groups. The total number of redundant repair packets is equal to one because only the third receiver gets



more than it requires when joining the first repair group.

In this paper, we develop an algorithm determining the optifavith running timeO ({2 K) where
U is the maximum number of FEC repair packets to add per block. While an unbounded number of repair
packets can be proactively injected, we resfiidb be less than the block siZzewhich is typically less than
20 (in our simulation, we chose 16). This also limits the total amount of FEC repair packets per block that
is received by a member 8. The running time of the algorithm is independent of the number of receivers
in the scope.

However, the optimal algorithm requires to know the number of repair packets required by each receiver
(or at least a majority of receivers) to compute the optimal layefind his might be a source of feedback
implosion if each receiver periodically reports its repair requirement to the sender. Surprisingly, we find that
a simple heuristic algorithm can achieve similar repair locality as the optimal algorithm in most cases where
the distribution of loss rates among receivers within a scope is not extremely skewed. The heuristic algorithm
does not require the global knowledge of the repair requirements of all the receivers. The algorithm simply
multicasts the same number of repair packets to each multicast group, and the number of repair packets is
determined by dividing/,.. by K. This scheme calls for keeping track ff,, dynamically. When thg;
of one of the receiverexceeds the current value ff,. known to all the receivers, it can send the feedback
with the updated,,.... Thus it is easy to keep track of the increaseg,in.. To keep track off; .. when
it decreases, we can design a slightly more sophisticated protocol. We do not describe the details of this
protocol in this report (details will be provided in the final version). Obtaining allows an efficient use
of feedback suppression where a receiver multicasts its repair requirement if and only if its requirement is
less than what it has heard from other receivers in the last epoch period. Similar approach has been adopted
in other protocols [18, 19] to reduce implosion.

Organization We review the repair locality problem in Section 2. We present our protocol Section 3.
We present our simulation results in Section 4. There is a rather large body of work related to scalable,
reliable multicasting; we discuss some relevant ones in Section 5. We present concluding remarks as well
as potential limitations of our work in Section 6.

2 Therepair locality problem

The repair locality problem can be best explained using examples. We modified several examples from [3].

Figure 1(a) shows that a single sender at the root of the multicast routing tree multicasts data to the
other nodes which represent the receivers. Branches represent multicast routing paths. Different branches
are subject to different loss rates, from low to high rates. The total loss at each node can be calculated by
compounding the loss rate of every link between the sender and that receiver. In Figure 1(a), the worst case
receiver loses about 17% of the packets.

Figure 1(b) illustrates the scenario when the sender multicastsdkienum number of repair packets
requested by any receiver. It shows the number of redundant FEC repair packets received by a receiver
under this scenario. The numbers in parentheses indicate the expected (normalized) amount of FEC repair
packets that each node would receive wheth data and FEC repair packets are subject to loss. While the
worst receiver recovers data blocks with no redundant repair packets, other receivers are subject to redundant
traffic up to 16.8%. Note that if retransmission were used instead of FEC repair packets, this number would
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Figure 1. (a) A multicast tree (the number in parentheses near a node represents the loss rate of that node),
(b) Normalized traffic volume for non-scoped and non-layered FEC.
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Figure 2: (a) SHARQFEC with normalized traffic volume, (b) LMR with normalized traffic volume 1.

be much larger.

Figure 2(a) shows a scoped version (SHARQFEC) of the same scenario as the above. The ZCRs (i.e.,
internal nodes and the sender in the figure) of nesting scopes inject sufficient repair packets to satisfy the
receiver with the highest loss rate among its children. The amount of redundant packets is greatly reduced
because of scoping. However some receivers (especially the ones in the left side of the tree) are still subject
to a significant amount of redundant traffic (about 6.4%). This scenario is quite real. Since a single scope
can expand to include many receivers (e.g., five hundred receivers as proposed in [3]), it is highly unlikely
that the receivers in the same scope have similar loss rates. Therefore, scoping alone is not adequate for
solving the repair locality problem.

Figure 2(b) shows the result when LMR is applied to scoping assuming each ZCR can have two repair

groups. The labelz 4+ y + z) at each internal node denotes the normalized amount of traffiat it gets
from its parent, the normalized amount of the FEC traffithat it adds to the first repair group, and the



normalized amount of the FEC traffic it adds to the second repair group. Each receiver has a choice of
joining one or both groups. Under the current scenario, every node receives no more than what it requires
to recover from its own losses. This example suggests that with a few additional multicast groups and
appropriate assignment of the number of repair packets sent to each repair group, we can substantially
reduce the redundant repair traffic. In the following sections, we develop and formalize the LMR protocol
in greater depth.

3 A single scoped LMR protocol

We first sketch the outline of LMR for a single scope where the sender is the only node that can proactively
multicast FEC repair packets. Then we show how it can be integrated with SRM [1] and a tree-based
protocol such as RMTP [2].

3.1 The outline of the protocol

The sender has a fixed number of multicast grogps.,...,gx, where K is a small constant.K is
typically less thanB, where B is the number of packets in a block. The sender multicasts data blocks to
multicast groupy,, which we call theébase group. The other multicast groups arepair groups.

Depending on the number of multicast groups allocated to the sender, the protocol runs in one of two
modes: static or dynamic. Typically, if K is larger thanB/c wherec is a small constant and a protocol
parameter, it chooses the static mode; otherwise, itis in the dynamic mode. The mode of LMR is determined
at the beginning of the session.

In the static mode, the sender always transiits [ B/K | FEC repair packets to group If there are
sufficiently many repair groups, the sender can transmit the groups of repair packets in a fine granularity;
hence, the redundant traffic is minimal. For example, wRer B/2, each receiver gets at most one more
repair packet per block than it requires since at most two repair packets can be sent to each repair group. The
added benefit of dynamically allocating different amounts of repair packets to the repair groups is minimal.
Note that in the static mode, the sender does not need to know how many repair packets receivers require,
so no feedback is necessary.

In the dynamic mode, based on feedback from receivers indicating information on the number of repair
packets they need, the sender determines the number of repair packets to send to each group. Each Each
receiver: periodically estimates the number of repair packets it needs, derfotgdis computed based
oni’s mean loss rate. The loss rate is estimated through simple exponential weighted moving average; this
estimation is based on the assumption that persistent loss rates tend to vary slowly.

The goal is to determine the optimal distribution of repair packets among repair groupg.bedhe
number of repair packets to be sent to repair grgup;’s are chosen so as to minimize total (equivalently,
the average) number of redundant repair packets sent to receivers. We discuss the algorithm toggcompute
in Section 3.3. To computg;, the sender keeps statistics on repair packet requirements of receivers, based
on feedback received from a set of receivers. The discussion on how feedback is sent is given in Section
3.4. The statistics are used to determine the optimal distribution of repair packets among repair groups. Let
¢; be the number of repair packets to be sent to repair ggpulmitially, when the sender does not have
sufficient knowledges of the receivers’ requiremeritss set to] B/ K |.



The sender includes the information about the distribution of repair packets in each packet it sends out.
We call this therepair group information (RGI). In the static mode, RGI needs to occupy only one octet
to storeB/K because all repair groups carry the same number of repair packets. In the dynamic mode, a
data packet needs to includé numbers, each indicating the number of repair packets to be sent to a repair
group (i.e.¢;'s). Typically, in the dynamic modéy is less tham3/2. Thus, these numbers may occupy up
to [logy(B/2)] x B/2 bits. For example, foB = 16, this requires only three octets to store &heumbers.

We assume that the transmission rate of data and repair packets is governed by a flow and congestion
control mechanism which is outside the scope of this gajpée overall transmission sequence works as
follows. The sender multicasts the data to the base ggoupnmediately after that, the sender multicasts
a group ofp; FEC encoded repair packetsgg in increasing order of’s. Two consecutive repair packets
are delayed by\, units of time in order to reduce the effect of burst losses (in our simulation, we set it to
three packet intervals). The rationale behind this scheme is that the transmission rate of the sender must be
about the same as that in non-layered hybrid ARQ protocols.

Based on the latest RGI, a receivedlecides to be in a subset of repair groups as described below. It
always belongs to the base grogp Then it finds the minimum, » < K, such that the sum af; to ¢, is
at least as large g%, and joins multicast groups, g2, . . ., g-. Thus if a receiver joing;, then it has to join
groups fromg; to g;_1. Since repair packets i, 1 < k < K — 1 are always transmitted before those in
gk+1, this rule allows receivers to recover from losses as soon as possible. Thisagetieg aspect of our
protocol.

If the number of packets lost per block (including data and repair) by a receiver is larger than the
incoming repair packets from its current repair groups, then the packet losses are irrecoverable. In that
case, the receiver initiates a request for additional transmission of FEC repair or data packets from the
sender or other receivers who recover the same block. The specifics of how this request is handled depends
on the type of reliable multicast protocols being integrated with LMR. We discuss this issue in detail when
we explain how the LMR protocol can be combined with SRM and a tree-based protocol in Sections 3.4 and
3.4.1 respectively.

3.2 Layering Algorithms

We first describe the optimal algorithm, and then describe a heuristic algorithm for deternfirtimat
minimizes the redundant traffic sent to all receivers.

3.21 Optimal layering

Formally our problem is as follows. We hawereceivers; theth receiver has a demaryd> 1 (of FEC
packets). Saynax; f; < U. We are given a paramet@f which is the number of repair groups. Our goal
is to choosep,, @9, ..., 0K, ¢; > 1. Here,q; is the number of FEC packets sent to the multicast group
by the sender. Ally;’s and f;'s are integers. Each receivejoins the multicast groups, - - - , j such that
Eﬁ; ¢¢ > f; andj is the smallest integer with this property. Ttwst for theith receiver iszﬁil oe) — fis
wherej is as above, and thietal cost is the sum of the cost for each receiver. The problem is to find the
solution ;'s and their orderingp, . . ., &) of minimum total cost.

'For more information on the subject, see [20, 19].



We observe that although the session size large,U is substantially small; typically/ < 20. K is
also small as described earlier.

To some extent, this problem is related to #henedian problem and, more generally, to the facility
location problems in the literature, both of which are mildly hard, to notoriously hard not only to solve
exactly in polynomial time, but even to approximate. They have been a subject of intense study even
recently in the Theoretical Computer Science community [21]. The focus there is on the cas& ighen
much larger tham and the distance function betwegis is fairly sophisticated; in our problem, is very
large compared t& and the distance function is simple. Here, we are able to show that our problem can be
solved optimally in running time which is a small polynomiallinand K, independent of.

It suffices to consider the problem of finding the c65tn the optimal solution — recall the definition
of the cost from earlier. A particular solution g@fs with this costC can be easily retrieved from our
description below.

For now, let us consider the subproblem in which our goal is to find the optimal solution disepagir
groups for receivers which request at moSEC packets, thatigf's, 1 < f; <+ < U. Say this solution
iS ¢1,- -+, ¢p. We denote its cost bg(7, £) and denot@ﬁf ; by SS(i,£). Note thatSS(z, ¢) is the total
number of FEC packets sent out by the sender since it sgmuickets over thgth multicast group if we
solve this subproblem alone. The following observation, although simple, proves to be the key. Informally,
it says that the number of FEC repair packets sent by the sender over all the multicast igroup4
while solving this suproblem optimally equals the maximum number of FEC repair packets requested by
any receiver which requested no more thgackets. Formally,

Lemma3.1 For any ¢, SS(i,£) = maxy, f, where fj, < i.

Proof Sketch. We fix a value of¢ and showSS(i,¢) = max;, f;, where f, < i; that suffices. Trivially,
SS(i,£) > maxy fn, frn < i. Therefore, it suffices to proveS(i,4) < maxy, fp, fr, < i. Assume
otherwise; thus, the optimal soluti@h, ¢o, . .., ¢y, ¢ < iforl < k < ¢, hasSS(i,£) > maxy f, where

fn < i. Consider the solutiogy, ¢o,..., ¢ — 1, ¢, <iforl < k < £. This too is clearly a valid solution,

but we can quite easily argue that this has strictly smaller total cost than our optimal solution. Thus we
derive contradiction to our assumption. [ |

Henceforth, we let5S(i) denoteSS(s,¢) for any £. From our observation abové,S(i) = max, fj
wheref; <i. We have the following recurrence:

S(i,¢) = min SGHL-1)+CG+1---i—1),
JI1<j<i
whereC(a---b) is the total cost of allu’s such thate < f, < b. It is easy to see thal'(a---b) =
>a< fu<b(SS(b) — fu). In order to solve our problem, it suffices to compSte/, K).

We computeS(U, K') using dynamic programming. We initialize an artéijl - - - U, 0 - - - K] such that
S[i,0] = oo andSTi,j] = 0fori < jandl < j < K. Also, S[i,1] = C[1,i — 1] for all i. Now for each
2 < ¢ < K, we consider each choice o&nd we calculat&|i, £] using the equation above.

Say the time taken to determiGga - - - b) for anya, b is at mosty. There are) (U K) terms of the form
S(i, ¢) each of which takes tim@(Utg) to compute. The total running time is tha§U?Ktg). We can

naively upper bound; to beO(U) by computingC(a - - - b)) whenever needed. A more efficient solution is
as follows:



Lemma 3.2 We can compute C(a---b) for all a,b in time O(U?) after which we can determine any
C(a---b)intimetgy = O(1).

Proof. We compute the tabl&(a,b) = C(a- - - b) for all a, b which can be looked up when neededifl)
time. In order to computé(a, b), we determine tableX (a,b) = SS(a---b) andY (a,b) =3 ,<, <p fu
for eacha,b. Both the tablesy andY can be easily computed (I?) time. We then use the following

formula:
Z(a,b) =Cla---b)= Y (SS(b) — fu)
a<fu<b
= > SSb)— > fu=X(a,b)—Y(a,b)
a<fu<b a<fu<b
Thus it takesD (U?) time to compute theZ table. |

Based on the arguments above, we have our main result:
Theorem 3.3 The optimal solution S(U, K) can be determined intime O (I K).

We make several remarks about our result. (1) In order to determine thegsetrothe right order with
the optimal cost5(U, K'), we store inde) where the minimum occurs in the formula {8fi, £]. Using this,
we can determine the sgtcorrectly and efficiently (as is standard in dynamic programming solutions). (2)
We can provide a more sophisticated algorithm that is theoretically more efficient than one we have stated
above. But for our implementations, the above solution suffices. (3) Our solution above applies to many
other cost functions such as minimizing the maximun@pﬁ?1 ¢¢) — fi over all receivers.

3.2.2 Heurigtic layering

The sender needs to know the repair packet requirements of every receiver to compute optimal layering,
and thus, requires feedback from every receiver. As the number of receivers increases, feedback implosion
limits the scalability of the protocol. To avoid feedback implosion, we resort to heuristics to comi s
effectively reduces redundant traffics sent to receivers. We use the performance of the optimal algorithm as
a yardstick to gauge the performance of the heuristics.

Many heuristics are possible. In this paper, we present a simple algorithm where the sendegghtains
from receivers, and send$,,.../ K| repair packets to each repair group. We can obtain the cufgpt
without causing implosion as follows. This scheme calls for keeping trackQf dynamically. When
the f; of one of the receivei exceeds the current value ¢f., known to all the receivers, it can send
the feedback with the updatefi,... Thus it is easy to keep track of the increaseg.if.. To keep track
of fi.ee When it decreases, we can design a slightly more sophisticated protocol. We do not describe the
details of this protocol in this report and only describe the case whgnincreases. The protocol runs
based on rounds. At each round, the sender multicastpoat message. Receiving the report message,
each receiver computesf;, and sets its timer to a random value witfinD,,,, — D, ;] whereD,,, is the
current maximum one delay from a receiver to the sender/ana the current delay from receivéto the
sender. When the timer expires, the receiver multicasts a feedback message corftéiamonly if it
has not received any feedback containing a larger value fh@ihe sender selects to lg... the maximum

9



fi received within time period,,,,. after sending the report message. Note that it is possible to compute
delays between every pair of receivers [22] in a scalable fashion. For more information, please refer to [22].

In this algorithm, receivers are subject to no more than. /K| — 1 repair packets (if the same loss
rate persists). The performance of the algorithm degrades when the distribution of loss rates within a scope
is highly skewed between 1 arfg ... For instance, while one receiver requires 16 repair packets (note that
fmaz CANNOL be bigger thaB), the rest of receivers requires one repair packek  (the number of repair
groups) is two, then all other receivers will be subject to 7 redundant repair packets per block. However, the
performance improves linear #@. In the above example, K = 4, then the maximum redundant packets
reduce to 4 packets.

3.3 Determining the number of FEC repairsrequired by areceiver

The number of FEC packets that a receiver needs depends on the pattern and rate of its losses. We adopt
the standard model for packet losses found in the literature [23, 14, 11]. The data packet losses are assumed
to undergo burst losses. Hence, they are described by a two-state model: one state (referred to as state 1)
represents a packet loss, and the other state (referred to as state 0) represents the successful receipt of the
packet. If the system is in state 0, the probability of staying in statexQasd the probability of switching

to state 1 isl — «. If the system is in state 1, the probability of staying in state @ &nd the probability

of moving to state 0 id — 5. Both parameters: and 3 can be obtained from the measured mean loss

rate and burst length. Each FEC packet belonging to the same block is separaietinoy distance A,

is set large enough to force the losses of FEC packets to be close to independent. It was reported in [23]
that periodic UDP packets separated by as little as 40 msec tend to undergo near-independent losses. Thus,
we assume that FEC repair packets undergo independent random losses; hence, they are described using a
binomial distribution; again, the independent loss probability is known from measurements. The losses of
data packets (in multicast gro@p and those of FEC packets are assumed to be independent.

We can calculate the following two quantities efficiently. IE&tf, ) denote the probability of receiving
j packets out off FEC repair packets; it can be computed in a straightforward way from the definition of
the binomial distribution. LeD (B, 1) be the probability of receivingdata packets out of a block & data
packets under the two-state modél(3, i) can be computed using dynamic programming in tio{é?)
using the recursive definition dd in [14].

Two parameters are relevant. The firspjghe probability of recovering a block when the total number
of repair packet in the multicast groups the receiver belongs it i§hat is, if ¢ packets are received
from the base group, at lea@B — i) FEC packets are needed from the repair groups in order to recover
the block. Thusp = ZZB:mM(B_f,O) (D(B,i) X Zg.":B_iP(f,j)). The second parameter of relevance
is the expected wasted bandwidth due to redundant FEC repair packet& Xl(é, /) be the expected

number of packets received whgnFEC packets are used to proté8tdata packets. It is easy to see
that EX (B, f) = Zf’;o iD(B,1) + E;‘t:o jP(f,7). Then, the normalized expected bandwidth wastage is

EW (B, f) = Z2XE0=8

One approach to estimate the FEC repair packets for a receiver would bestwesgtclose to 1; that
would give a value forf. This approach requires FEC repair packets to protect transmission even from very
rarely occurring events such as a large number of data packets in the block being lost and/or FEC packets
being continually lost. Thus, it tends to ask for too many packets and waste bandwidth. A more appropriate
approach is the one we adopt here, namely, find the number of FEC repair packets that would maximize
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Figure 3: The relation of wasted bandwidth and the probability of recovery wighenl 6.

the probability of recovery given the expected wasted bandwidth is bounded by an acceptable amount for
a receiver. Since different receivers may be able to tolerate different amounts of wasted bandwidth, this
approach would allow receivers to wage their own “risk” in getting FEC repair packets. In our simulations,
we set the tolerable wasted bandwidth to be 5% of the total forward bandwidth.

The effect of the number of FEC packets on the wasted bandwidth and probability of recovery is shown
in Figure 3. We calculatedand EW (B, f) with B = 16 while varyingf and loss rates. The plot shows that
when the normalized expected bandwidth wastage is around 5%-6%, the chances of recovery are significant.
Note that the chances of recovery can be up to 20% higher than the case when the bandwidth wastage is
minimum.

3.4 Integrating with SRM

We now show how to integrate LMR into SRM. When LMR fails to recover a block, we employ SRM
style receiver-centric error recovery. When a receiver fails to recover a block, it multicasts the request for
additional transmission as in the SRM protocol. We need to address an important issue before providing
further details, namely, does the receiver request retransmission of its misgiigal data packets, or
request additional FEC repair packets for the lost block? Retransmitted FEC repair packets for a receiver
may additionally help some of the other receivers recover the same block; hence, it has the potential to avoid
proliferation of repair packets and utilize bandwidth efficiently. However, this recovery process has some
delay. For applications such as video transmissions for which the delay is critical, retransmission of original
data packets may help recover the block with partial losses which may suffice. In this paper, we only describe
our protocol when retransmissions are FEC repair packets; the modification to deal with retransmission of
original data packets is straightforward. We now describe the SRM-style protocol in detail.
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Request. When areceiver fails to recover a block, it sets itequest timer in the same manner as specified

by the SRM protocol. That is, the delay is chosen uniformly from the int&b(aidg,r, (C1 + Ca)ds ],

whereC; are C, are protocol parameters typically setaphere,ds , is the receiver’s estimate of the

one-way network delay time from the send#j {o » during a multicast, andis the backoff factor, which

is described below. When the timer expires, it multicasts a request for FEC repair packets for its incomplete
block. The number of repair packets requested is a tunable parameter that depends on the receiver’s past
experience on the number of duplicate repair packets, denrbtédyets for each request. If a receiver
requiresy packets, then it may request/«| repair packets. If the receiver receives a request from another
receiver for the same block before the timer expires, it increments its backoff fdnyayne, and resets the
request timer.

Repair If receiverr receives a request from receivgfor n, packets from a block has successfully
recovered, it sets itsepair timer to [Did, 4, (D1 + D2)d, 4] where D, and D, are set to 1, and, , is

the estimated network delay fromto ¢q. We associate with the repair timer fora numbery. which is

the number of repair packets it would send when the timer expifgds initialized ton, which is the
requested number of repair packets. If it receives further requests for repair paghketspdated to the

new requested value if that is larger. If it receives a repair packet from another receiver while the timer is
on, N, is decremented by one. This is the technique used in SHARQFEC [3] for suppressing request and
repairs.

When the timer expires and. > 0, » multicastsN, repair packets selected as follows. First, the node
generatesF' + 1) N, unique FEC-encoded repair packets wheris a tunable parameter chosen based on
the size of a block and the computational overhead in gener&tiRBC repair packets (in our simulations,
we set it toB, the block size). Then, it randomly choos¥spackets from packets with sequence number
betweenF and(F + 1)N,. This scheme increases the chance that receivers will get unique FEC-encoded
repair packets. Note that the sender would not transmit moreZhapair packets, and every node uses the
same FEC-encoding scheme.

3.4.1 Integrating with atree-based protocol

LMR can be combined with a tree-based protocol such as RMTP[2] or LBRM[8]. As discussed in the
introduction, a tree-based protocol solves implosion and repair locality by imposing a logical tree structure,
and designating a receiver — called tesignated receiver (DR) in RMTP — as the root in the sub-trees

of the tree.

A tree-based protocol can benefit from LMR. Because LMR multicasts FEC-repair packets, FEC repair
packets can proactively suppress many repair requests. In addition, since LMR allows receivers to choose
the amount of FEC repair packets to receive proactively, it reduces much of the repair locality problem.
Since the implosion and repair locality problems become less limiting by the use of LMR, the tree-based
protocol can scale to incorporate a larger fanout, resulting in a reduced number of DRs.

As in the SRM case, the recovery technique of the tree-based protocol being combined with LMR is
used when a receiver cannot recover a block from FEC repair packets. The sender multicasts data and repair
packets, and receivers select repair groups as described in Section 3.1. When a receiver detects the failure to
recover a block, it transmits a request (or NACK) to its DR. The DR immediately retransmits the requested
packet. In tree-based protocols, we allow DRs to retransmit original data packets. In some tree-based
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protocols, DRs actually unicast repair packets to their child receivers [2] when there are not many requests
for the same packet pending. When packets are unicasted, the repair locality problem is not the key concern.

The tree structure of the protocol actually simplifies aspects of LMR e.g., in gathering feedback, and by
decreasing the sender’s load in processing feedback from receivers. A DR can gather feedback, compile the
statistics on the number of receivers in its subtree and the required number of repair packets, and report that
to its parent DR. Thus the sender receives only a small number of feedback messages from its children.

4 Thehierarchically scoped LMR protocol

The preceding discussion of LMR protocol focused on the single scope case where the sender is the only
node proactively injecting FEC repair packets. LMR can also be applied to hierarchically scoped protocols
such as scoped-SRM [1] or SHARQFEC [3]. Hierarchical scoping is in general effective in localizing repair,
thereby scaling reliable multicast to large number of receivers. The combination of LMR and hierarchical
scoping can substantially increase this scalability.

In this section, we describe how LMR can be used in presence of scoping. Informally, this can be
achieved by electing scope leaders in each local scope, and letting scope leaders proactively distribute FEC
repair packets to different local multicast groups based on the feedback received from their own scopes.
Receivers can listen to a set of local multicast groups to receive repair packets. There are many details and
we describe them now.

4.1 Hierarchical Scopes

The entire multicast group is divided in to scopes as shown in Figure 4. Each scope is given a unique
scope ID. Every scope except scope 0 haspament scope, and may have one or matéld scopes. Each

scope designates the node closest to the sender to be the representative of the receivers in that scope; this
representative is called th#one closest receiver (ZCR). The sender becomes the ZCR of the scope 0. A
receiver can be a member of one or more scopes. For instance, the ZCR of a scope is also a member of
its parent scope. The dynamic election of a ZCR within a scope is described in detail in [3]; we adopt that
procedure and do not describe it here any further.

Definitions. The following definitions are helpful in describing our protocol. Eoaepe of a receiver r is
i if r is a member of and there does not exist a scopé i of which r is a member, such thatis a child
scope ofi. Thus, in Figure 4¢’s scope isl while ¢'s scope is3. Theglobal scope of a scope includes
every receiver that is a member of scapdor example, in Figure 4, the global scopeldhcludesa, b,
¢, andd. Thelocal scope of a scope includes only those receivers whose scopg(is., those belonging
only to scope). For example, in Figure 4, the local scopelafontains only: andb which are the ZCRs of
the child scopes of scode Thelocal scope of areceiver is the scope of that node if that receiver is not the
ZCR of the scope. Otherwise, it is its parent scope. Thus, the local scepse »fvhile the local scope af
is1.
Scope may beested or non-nested. A nested scope is one that completely contains all of its child
scopes. A non-nested scope is one whose child scopes do not include any receivers (with the exception of
their ZCRs) that are members of their parent. Scope 0 is always a nested scope because it contains every
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Scope[a] = 1, Scope[c] = 3

Global Scope[1] = {a,b,c,d,e.f,g}
Local Scope[3] = {b,c,d}

Local Scope[c] = 3, Local Scope[a] =

(a) (b)
Figure 4. (a) Nested Scopes, (b) Non-nested scopes

descendent scope. All the non-ZCR receivers in a non-nested sbepengs to only scopesand 0. Thus,
in a non-nested scopeits global and local scopes are the same. Figure 4 shows examples of non-nested
and nested scopes respectively.

4.2 Theallocation of multicast groups

Each ZCR is allocatedl + 1 unique multicast groups. The number of multicast groups allocated to each
ZCR is determined at the beginning of data transmission based on the expected sizes of multicast groups
and scopes. In each scopethere arey, o, 9.2, - - -, 9.,k Multicast groups. We cal}, , the base group

of scopez. The sender multicasts data packetgyipand all receivers join that group. Each receiver is a
member of the base group of its own scope. ZCRs are members of the base group of the parent scope of
their scopes. A local scopgeis allocated one multicast group, calleatal group /, which comprises all
receivers whose local scopeijsand the ZCR of scopge The local groups are used for the dissemination of

the feedback, and for retransmission request and repair packets.

Each ZCR is responsible for multicasting FEC repair packets to its scope. Each ZCR at:soope
ticasts FEC repair packets to multicast grogps, . . ., 9.,k . Whether a scope is nested or not affects the
LMR protocol (especially, that of receivers and ZCRs). We discuss the LMR protocols for non-nested scopes
and nested scopes separately.

4.3 Non-nested scopes

Each receiver multicasts its feedback only to its local group and the feedback is identical to that in the single
scoped protocol.

The ZCR of a scope responds to the feedback from its local group much the same way as the sender
does in the single scoped protocol. More details are as follows. The ZCR computes the distribution of
repair packets using the feedback received from the local group, and oltains ¢ . After the ZCR
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Figure 5: The extent of the multicasted information travels in non-nested scopes

successfully receives each block of data, it multicagfs1 < j < K, of uniquely FEC encoded repair
packets tay; ;. As before, there is a delay between successive FEC pockets in order to reduce short burst
losses of FEC repair packets. The ZCR multicasts its session information (i.e., the information on the
distribution of repair packets) to its base group and includes it in every repair packet it multicasts. The ZCR
participates in the network delay estimation protocol for the receivers of its local scope by multicasting
acknowledgment to probes (included in feedback) received from its local group.

Receivers behave much the same way as they do in the single scoped protocol. A receiver ifn scope
always obtains data packets frggy and the session information frog. Using the session information,
a receiver finds the minimum, » < k, such that the sum af; ; to ¢, , is at least as large as its currently
required number of repair packets. It then joins multicast grauQsy; 2, - - - , gz, for FEC repair packets.

Figure 5 depicts the extent of the multicasted information travels in non-nested scopes. Arrows crossing
over two scopes indicate that information is multicasted to both scopes, and arrows contained in a scope
indicate that information is multicasted only to that scope. Data packets are multicasted to every scope
while FEC repair packets, retransmission requests and repairs are confined to local scopes.

4.4 Nested scopes

A scope can be nested in multi-levels. Timesting level of a nested scopgis the number of scopes con-
taining scope. We assume that if any two scopgandk nest scope, either scopg nests scopé or vice

versa. Note that the global scope of the parent of a nested scope is different from the local scope of the
parent because a receiver.

As in non-nested scopes, receivers multicast feedback only to their local repair group, and based on the
feedback, the ZCR of that scope determines the humber of FEC repairs that it proactively transmits to its
global scope. This number also depends on how many repairs it receives from its nesting-ancestor scopes.
Figure 6 depicts the extent that messages travel to in nested scopes. While FEC repair packets multicasted
to global scopes, retransmission requests and repairs, and feedback multicasted only to local scopes.

Let f4 be the number of FEC repairs needed by a receiveSuppose that the scope of the receiver
is nested byt scopes,s;, sa,...,s; (i.e., the nesting level i), s; is the scope of received, ands;,
2 < j < n, containss;_;. In nested scopes, receivers have choice to join repair groups of their nesting
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scopes. The receiver always listens to all the base groups of its nesting scopes. The RGI of a scope also is
transmitted to its base group as well as included in every repair packet that the ZCR of that scope multicasts.
Let ¢, 4,y > 1 be the number of FEC repair packets to be transmitted to multicast group

It is nontrivial to determine the multicast groups that a receiver must belong, for obtaining the repair
packets. A receiver in scopes; first takes into account the number of repair packets that the ZCRs of its
nesting scopes expect to receive from their own ancestor ZCRs. This is because a receiver may have lower
loss rates than its ZCR; this happens sometimes when the ZCR is not at the routing path from the sender to
that receiver. Since a ZCR can inject repair packets for a block only after it successfully receives that block,
when the ZCR has higher loss rates than a receiver. relying on repair packet from that ZCR would prolong
recovery delay for that receiver. In what follows, we sketch a more sophisticated protocol for determining
the multicast groups to which a receiver belongs.

Let Rs,, 1 < jlen, be the number of FEC repair packets that #€R;; expects to receive from its
own nesting ancestor scopek,; is part of the session information th&C E;; multicasts. Based on the
Rs,’s, receiverA determines the expected number of repair packetto receive from eacW C'R;;. E;
is determined as follows. Lef, be the smallest scope such tifat— R, is positive. We sef;, = 0 for
1 <i<zandE,, = fa—Rs,. Foreachscopg, z+1 < r <n—1, find the smallest nesting scopespf
sy, (I > r) such thatR;, — R;, is positive. Then we sef;, = 0 forr <i <landFE;_ = R; — R,,. We
repeat the above process until we reach the largest sgope(). Then we sefyy, = R, if R, is positive,
and £, = 0 otherwise. For each scopg for which E;; > 0, receiverA finds the minimum- such that
joining gs; 1, - - -, gs; » gives at least; repair packets, and it becomes a member of those groups.

If a scopes is in the static mode, its ZCR distributés/ K repairs to eacly ;, 1 < j < K. If the
scope is in the dynamic mode, it uses the following algorithm. The ZCR first determines the number of FEC
repairs it would get from its nesting scopes. kebe that number, and,,.. be the maximum number of
repairs required by receivers in its local scope. The ZCR multicasts atfingst p; repair packets to its
repair multicast groups. The algorithm in Section3.2.1 determines the distribution of these repair packets to
its repair groups.

Examples. Figure 7 shows two examples for the calculatiorFpthe expected number of proactive repair
packets to be received from scopeFigure 7(a) shows a scenario where receivers have higher loss rates
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Figure 7: Examples on computing.

than their ZCRs whereas Figure 7(b) shows a different scenario where receivers may have lower loss rates
than their ZCRs. For simplicity, we assume that ZCRs are in the static modk/ &ne- 1 which means

that only one repair packet is transmitted to each multicast group. In Figurei7éa)2, Ry = 3, R3 = 4,

andf4 = 10. According to the equations discussed above, recelveetsis = 10 —4 = 6, £y = 4 — 3,

E, = 3-2,andE, = 2. Thus, the sum oF;;’s for receiverA is 10. In Figure 7(b)R, =2, R, =8,R3 =6

andf4 = 6. HereRj3 is less tharRy. Also E3 = 6—6 = 0. SinceRy > R3, Fy, = 0,andE; = Ri—R3 =4

because scope 1 is the smallest scope that has the expected number of packet from/i¥ @R §maller

thanR3. Ey = 2. Thus, the sum oF;’s for receiverA is 10. Note that received does not receive any

packet fromZ C Ry andZ C R3 because they have the same or worse loss rates. Thus, the recovery of blocks
received by receiveA does not depend on those € R, and ZC R3.

4.5 Retransmission in scopes

When a receiver cannot recover a data block from receiving FEC repairs, it asks for additional transmission
of FEC repair packets from other receivers within@sal scope in the same way it was described in Section

3.4. But determining the time to send a request in a nested scope is not trivial. In the single scoped protocaol,
it can be determined by detecting gaps in the sequence numbers of packets because repairs are transmitted
in a sequential order. For instance, the sender always multicasts in each repair group the FEC repair packets
of a block before those of the next block. When listening to a repair group, it never receives the repair
packets of earlier blocks if no reordering of packets happens in the network. Thus when a receiver gets a
repair for a block before receiving a repair for its previous block, it can safely assume that it lost that repair.
Unfortunately, this does not work in nested scopes because ZCRs can only transmit repair packets of a block
only after they recover that block, and may recover blocks in different orders than they are transmitted. Thus,
even if it receives a repair for a block before a repair for the previous block, it cannot decide whether that
packet is lost or has not been sent.

To handle this situation, for each repair group that it joins, a receivestimates the expected time
within which it would receive repair packets of a block. If it is supposed to recenepair packets from a
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repair groupy, it computes the expected arrival timg, of all of = repair packets relative to the receiving
time of the first packet in that block, , can be computed by addingx Ay andt,, the expected time that

its ZCRb recovers all the packets in the block relative to the receiving time of the first packet. The expected
time that receiveb recover all of its packets in the block can be computed by taking the maximum of the
expected arrival time for every repair group it listens to. Z&Rcludesy, in its RGI so that receives can
computet, .

When a receivet receives a data packeof a block wheré is the sequence number of the packet within
that block, and is the first packet it receives in that block, it sets its timer, caleedvery timer, for a repair
groupy to (b — i) x packet_interval + t,, + 2 X sd, wheresd is the standard deviation in delays from
ZCRb to a. If it does not receive alk packets from that ZCR, it considers that those packets it have not
received are lost. When a receiver detects a packet loss from which a data block cannot be recovered even
if it would receive all FEC packets it is supposed to receive from all of its currently joined repair groups,
it sets its request timer to be a random number wiﬂ‘[iﬁ’ldzya, (C1 + Cy)dz,) wheredyz, is the delay
from the ZCRZ of a’s local scope to itself. While the request timer is pending, if it receives a repair packet
that it considered lost (for instance, due to wrong estimation of expected recovery), it cancels the request
timer. Even if receiving that packet, and any repair packets following it in the future does not recover their
pertaining block, it sets the request timer again.

When its request timer expires, receivemulticasts a request to its local groupifs not ZCR. Ifa is
a ZCR, then it multicasts it to its parent’s local group. When a receigets a request, it sets its timer to be
a random number withifiDi dy ¢, (D1 + D2)d.c)-

45.1 Nesting vs. Non-nesting scopes

Nested scopes allow receivers to receive repairs from outer scopes, and therefore, there is more chance of
recovery than non-nested scopes. A receiver does not have to rely only on the ZCR of its scope to receive
FEC repairs. Since it is possible that that ZCR may not be in the routing path and experiences more losses
than its child receivers, a receiver can rely on other ZCRs of its nesting scopes for FEC repairs. The protocol
described in Section 4.4 handles this automatically. Note that a ZCR injects repairs only when repairs
required to recover its losses are not enough to recover its child receivers. Thus, if a ZCR undergoes more
losses than its child receiver, the child receiver does not receive repairs from that ZCR.

These advantages, however, come at the expense of protocol complexity because receivers depend on
the session information about its outer scopes in deciding the number of repairs to receive from its nesting
scopes. Even if session information about a scope is included in the every packet transmitted, that informa-
tion can also be lost. A problem occurs when a ZCR misses the session information from its outer scope
while its child receivers receive that information. The ZCR may accidentally send less or more repair pack-
ets than necessary. Although this problem will disappear as the network stabilizes, this transient behavior
may cause receivers temporarily subject to too much or little traffic than necessary. This dependency on
information adds to the complexity of the protocol, making it harder to maintain or debug.

The protocol for non-nested scopes is relatively simple, and is hot much different from the single scoped
protocol. Since each receiver only needs to receive session information from the sender and its own ZCR, it
is less likely that receivers lose both information, and that receivers accidentally receive too much more or
less repairs than necessary. Furthermore, when ZCRs are placed at the routing path, then nested scopes do
not provide any advantage over non-nested scopes. This is because all the descendents of the ZCRs always
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Figure 8: Network simulation topology with 113 nodes

suffer at least the same losses as the ZCRs. However, when ZCRs are not placed at the routing paths, non-
nested scopes can have larger recovery delays than nested scopes since a receiver gets all the FEC repairs
from its own ZCR.

The decision whether a scope is nested within another scope or be a child non-nested scope of another
is made when that scope is set up. It should be highly dependent on how the ZCR of that scope is elected. If
it is elected manually by designating one receiver at the routing path as a cache, a non-nested scope is more
appropriate than a nested one. If the ZCR is elected through a dynamic ZCR challenge, nested scopes may
prove more effective as the closest receiver to the sender is not necessarily at the routing path.

5 Simulation

5.1 Simulation setup

We implemented our LMR protocol using the UCB/LBNL/VINT network simulatar. We incorporated it

into three well-known protocols, namely, the basic SRM, a hierarchical SRM, and a tree-based protocol; we
compared their performance to that of SRM [1], SHARQFEC [3], and ECSRM [18] respectively. We also
implemented our delay estimation protocol, and studied the performance of SRM with this new protocol.
Our overall experimental setup is very similar to the one in [3].

Topology. Our simulation experiments were run using variants of the hybrid mesh tree topology used
in [3]. The two topologies used in our experiments are shown in Figure 8. their configuration is identical
to the ones in [3] except for the loss rates assigned to each link. The sender at node O feeds data to a three
level hierarchy of 112 receivers arranged as a mesh of 7 receivers each of which feeds balanced trees. Each
of seven trees in the topology is an exact copy of each other, and three subtrees within each tree are also a
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copy of each other. The links connecting the source to the top 7 nodes in each tree are 45Mbits/s with all
other links set to 10 Mbits/s. The latency between any two receivers located within each tree was set to 20
ms for each link while the latencies used for the backbone links are shown in the figures. The loss rates for
the links are varied over different parts of the networks.

The loss model. To simulate a realistic loss behavior, we conducted transmission experiments over a
transpacific link every 45 minutes between Oct. 10 and Oct. 13, 1998, and recorded all the packets being
received and lost. We gathered ouéf traces each5 minutes long, and extracted the profile information

of each trace which comprises the loss characteristics of every non-overlapping 300 ms segment. The loss
characteristics include the number of instances of loss bursts of lengths from 1 to over 200. For each link
in the networks shown in Figure 8, we find a trace that undergoes the same average loss rate as that of the
link, and use the trace to pick packets to drop during each 300 ms period. The loss rates for links are shown
in Figure 8. The loss rates that receivers experience can be obtained by compounding the loss rates on the
links from the sender to the receivers. In our topologies, they vary ff@no 27.5%. Every packet passing

through a link — data, repair, request, and session — is subject to the same loss rate indicated on that link.

Transmission. Each simulation experiment starts the session at time 1 second, at which time nodes begin
sending session messages, and after the initial bootstrap phase of 6 seconds, node 0 starts sending traffic at a
constant bit rate of 800 Kbits/s. Each data packet is 1024 bytes. The sender stops transmitting data packets
at time 16 seconds. The block sizeis 16, and for all LMR experiments, unless specifiédjs set to 5,

and LMR uses the dynamic mode. Note that at this transmission rate, each receiver will get approximately

10 packets over a 100 ms period. In LMR, every receiver determines the required number of FEC packets
based on 5% bandwidth wastage threshold as described in Section 3.3.

Parameters of interest. We focus on three categories of traffidata (this comprises the original data
packets)proactive (this is the traffic transmitted by the sender over and above the data packets without an
explicit request from the receivers), aractive (this is the traffic introduced by the sender or other receivers

in response to the retransmission requests). The total redundant proactive (reactive) traffic is the total number
of proactive (reactive respectively) packets that reach the receivers in excess of their requirements; total
redundant traffic includes both. All ratios and percentages are with respect to the total data traffic received
by all the receivers.

5.2 Simulation result

Impact of layering on proactive repair transmission. We measure the impact of LMR in proactive

FEC transmission schemes. We tested single-scoped SRM, LMR/SRM with one repair group (denoted
LMR/SRM(1)), and LMR/SRM with five repair groups (denoted LMR/SRM(5)). The result of the simula-
tion runs are shown in Figure 9. All transmission tests finished approximately at the same time.

First, since SRM does not add any FEC packets, its redundant proactive traffic is zero. However, its
reactive traffic soars to at least 500%. This is because each repair packet is multicasted to the entire session
([3] also reports a similar performance for SRM). Second, while LMR/SRM(1) shows about 78% proactive
redundant traffic ratio, LMR/SRM(5) shows only 9%. This shows that LMR is effective in allowing receivers
to reduce their incoming proactive traffic by selectively joining repair groups. However, LMR/SRM(1) has
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Figure 9: Impact of layering on proactive repair transmission

3% redundant reactive repair traffic ratio while that of LMR/SRM(5}8%. This is because LMR/SRM(1)
aggressively subjects receivers to a large amount of proactive traffic and successfully reduces the chance
that further repair packets are needed. However, the total redundant traffic ratio for LMR/SRM(1) is 81%
which is 30% more than that for LMR/SRM(5). Thus multi-layering reduces the overall redundant traffic
substantially.

Comparison of FEC recovery techniques. We now compare the performance of LMR with that of other
existing FEC recovery schemes. Figures 10, 11, and 12 show this comparison in terms of the average number
of packets (of all categories stated above) per receiver received during each 100 ms period. In all simulation
tests, the transmission finished at approximately the same time for all the protocols; thus, their throughput
is similar. However, they differ in how efficiently they use the bandwidth as described below.

We first compare the performance of LMR/SRM with that of ECSRM [18]. ECSRM is a tree-based
protocol that is a version of SHARQFEC where scoping and proactive repair are turned off, and only the
sender participates in reactive repair. ¢From Figure 10, one can do a calculation to conclude that ECSRM
has about 30% more redundant traffic than LMR/SRM. This is because ECSRM multicasts reactive repair
packets, and has poor repair locality. However, the performance of ECSRM is much better than that of the
basic SRM we quoted earlier because ECSRM uses reactive FEC repair and also does not allow receivers to
participate in the repair. Thus, duplicates in repair transmission are substantially reduced.

We then compare the performance of LMR/SRM to SHARQFEC in Figure 11. SHARQFEC forms
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Figure 10: The performance comparison of LMR/SRM, and ECSRM

three-level hierarchy with 29 nesting scopes from the simulation topology in Figure 8 where each bounding
circle represents a separate scope, and the roots of 7 trees forms another scope. The root of all the trees
in the topology and the sender are ZCRs. SHARQFEC generates only 15% less redundant traffic than
LMR/SRM. This result is very encouraging for LMR/SRM because it is only a single scoped protocol
while SHARQFEC is extensively scoped. Since SHARQFEC uses 29 scopes of less than five members, the
simulation experiment shows excellent repair locality. However, these scopes come with additional cost of
maintaining the scopes and ZCRs. This result suggests that LMR can enhance the repair locality of SRM up
to the level comparable to that of SHARQFEC.

Figure 12 compares the performance of SHARQFEC with scoped LMR/SRM. We allow LMR/SRM to
have the same scopes as SHARQFEC in the same topology. The total traffic in scoped LMR is far less than
that of SHARQFEC. Overall, scoped LMR has only 19% redundant traffic while SHARQFEC has about
40% redundant traffic. This result strongly suggests that when combined with hierarchical scoping, LMR
can achieve excellent repair locality.

Performance of heuristic, optimal and static layering protocols. In this section, we compare the per-
formance of three layering protocols we presented in this paper: optimal, static, and heuristics. We ran
LMR/TREE over various numbers of repair groups on the same topology shown in Figure 8 three times,
each with different layering protocols over various numbers of repair groups. We measure the redundant
repair packets that each protocol generates. We chose LMR/TREE because it does not generate any global
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Figure 11: The performance comparison of LMR/SRM, and SHARQFEC

reactive repair traffic, and thus it is suitable for studying the effect on proactive repair traffic. Figure 13
shows the total number of redundant repair packets received by all receivers during a simulation experi-
ment. Recall that the static allocation (i.e., in the static mode) as$iBi& | FEC repair packets to each

repair group regardless of the current loss rates of receivers. Under the loss rates assigned to the topology,
approximately 8 to 10 repair packets per block are sufficient for the worst case receiver to recover its losses.
That s, fiee < 10.

The adverse effect of the static allocation is evident when only a small number of repair groups are
available. For example, when only one repair group is available, the static protocol multica3tsephir
packets per block to that repair group while the dynamic protocol multicasts less than 10 repair packets
per block. Thus, in the static protocol, many receivers with low loss rates are subject to many redundant
repair packets. However, when the number of repair groups gets largeBtfatcurrently 8), then the
performance advantage of the optimal protocol quickly diminishes, favoring the static protocol because of
the overhead of the optimal protocol involved in collecting feedback from all receivers.

Figure 13 shows excellent performance of the heuristic algorithm; the performance of the heuristic
algorithm is very comparable to the optimal the entire range of repair group numbers. This is because the
simulated loss rates are fairly amenable for the heuristic algorithm. The distribution of the loss rates is not
so skewed to adversely affect the performance of the heuristic algorithm. We have tested the algorithm on
other topologies with a higher degree of skew in loss rates. However, we have not observed any significant
performance difference between the optimal and heuristic algorithms in most cases except in extremely
skewed cases.
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6 Reated Work

In this section, we review related work in each of the three categories of relevance, namely, multicasting
using multiple groups, use of FEC in reliable multicasting, and estimating network delays.

Use of multiple multicast groups. It is a natural idea to consider using multiple multicast groups for
reliable multicasting, and it has appeared before. Previously, it has been applied to congestion control [24,
25, 26, 27] and error recovery [28]. Layering has the potential to work better for loss recovery rather than
congestion control because loss recovery does not need any synchronization with other receivers on the
common path. The known uses of multiple multicast groups differ from our LMR in the particular layering
technique and in their specific applications. In particular, none of the prior work considers the dynamic
allocation of repair packets to different multicast groups to optimize repair locality, and do so in a provably
optimal manner as we do.

In what follows, we review previous applications of multiple multicast groups. Ammar and Wu [24]
first applied the idea oflestination set grouping for improving fairness among receivers with different
capabilities. Their scheme divides receivers into groups with similar capabilities; in each group, the sender
transmits data at a suitable rate. Later, Cheatrad). [25] extended the work for multicasting real-time video.

In both cases, the receivers do not belong to more than one group. Mc&aain26] applied a technique
calledReceiver-driven Layered Multicast (RLM) to control congestion in real-time video transmission. The

24



QO

Bl static
|| Heuristic
TOK ] optimal

BOK o

BOK [ P

Number of Redundant Repair Packets

10K |-

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Number of Repair Groups
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sender multicasts different layers of video signals to different multicast groups. Each receiver chooses a
subset of multicast groups and controls the amount of its incoming traffic. RLM and LMR are similar since
they both allow receivers to adjust the amount of incoming traffic based on receivers’ capability (be it loss
rate or its power), but they differ in crucial ways. First, LMR is applied to error recovery whereas RLM is
applied to congestion control; also, LMR layers FEC repair packets while RLM layers video data. Hence,
the optimization concerns are very different. Second, LMR has a provably optimal way to layer the number
of FEC packets while RLM, as it stands, does not have a provably optimal layering strategy. Nevertheless,
LMR may be considered as an example of a technique similar to RLM applied successfully to error recovery.

Vicisanoet al. [27, 29] also developed a technique to layer bulk data using linear block coding, and ap-
plied it to reliable multicast for error recovery and congestion control. The technique is applicable primarily
when a large portion of the data is available for encoding prior to transmission. The amount of redundant
data in each multicast channel is statically allocated, and it is exponentially spaced amongst channels. Their
layering technique replicates data periodically over a fixed time interval, calleditidew, while keeping
every packet within a unique window. Thus, a packet lost in a window can only be recovered from the
subsequent windows in the same multicast channel. Therefore, it seems best suited for delay-insensitive ap-
plications. In contrast, LMR uses a very different layering technique where the amount of data transmitted
to each group is dynamically allocated to minimize the redundant repair traffic. Combined with an ARQ
technique, LMR can easily accommodate delay-sensitive applications.

A work closely related to LMR is also in [28]. Like us, the authors in [28] use multiple multicast groups
to solve the repair locality problem in sender-centric retransmission protocols. When detecting a loss of a
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packetp;, receivers multicast NACK, and join a retransmission grquhe sender retransmiis to g;.

After receivingp;, the receivers leavg. Since receivers join only the retransmission groups which carry
their missing packets, this technique achieves excellent repair locality. However, it requires a receiver to
join and leave a group for every data packet loss, thus potentially creating unreasonably large membership
control (IGMP) traffic. Therefore, without proper router support, this technique may not scale well.

Application of FEC to reliable multicast Nonnenmacheet al. [11] studied a hybrid FEC/ARQ tech-
nigues for loss recovery in reliable multicast. They showed that a hybrid FEC/ARQ can significantly reduce
bandwidth overhead of a large-scale reliable multicast. They also compared a layered implementation of
the technique where FEC and ARQ are supported at different system layers with non-layered, combined
implementation, and analytically showed that the combined approach yields more efficiency in the use of
bandwidth. Recent studies [12, 13] also show that a hybrid technique can yield high performance when
combined with local distributed recovery as in tree-based protocols. However, they report that FEC-based
recovery diminishes the performance advantage of local recovery over sender-oriented recovery. Their work
analytically shows that FEC can significantly improve the scalalability of reliable multicast. However, they
have not considered the effect of multicasting FEC packets to repair locality.

Rubensteiret al. [14] proposed several protocols using proactive FEC transmission for real-time reliable
multicast. Their protocols, based on rounds of transmission and feedback, rely on feedback from receivers
to determine the number of FEC packets to add at each round. In each round, the sender transmits the
maximum number of packets requested by the receivers as in [11]. Clearly this layering differs from ours
substantially. Gemmel[18] applied a protocol similar to the one in [11] to SRM. In the resulting protocaol,
receivers multicasts NACKs which are used to suppress other requests. Unlike SRM, the protocol allows
only the sender to respond to requests and multicasts a FEC encoded packet. This technique was later
incorporated into SHARQFEC [3]; we already discussed the relation between our work and SHARQFEC.

To summarize, FEC is very effective in handling uncorrelated losses. Thus combined with retransmis-
sion ARQ techniques which are more effective in handling correlated losses, FEC can be a viable solution
for error recovery in reliable multicast. Earlier study in hybrid ARQ techniques provides strong support for
this. However, although the study indicates that FEC can achieve high performance in large-scale global
multicast, no protocol has been developed to localize repair traffic under global multicast. Our LMR shows
strong potential in this direction.

Delay estimation Sharmaet al. [7] propose to impose a self-configurable hierarchy on SRM to solve

the scalability problem induced by session traffic involved in estimating the pairwise network delay. The
session members are divided into local scopes each of which contains a local representative. Local members
within a scope send session messages to each other and conduct delay estimation among themselves while
representatives perform their own delay estimation among each other. Delays between two members in
different scopes are approximated via delays to their representatives. Under a small (local and global) scope
comprising 20 to 40 members this technique is shown to reduce the bandwidth utilization of the delay
estimation protocol.

Although hierarchical scoping helps increase the scalability of the delay estimation protocol in SRM,
it still does not remove the®(n?) performance bound (hence, the limit on the scalability) wheoan be
the size of a scope. Thus, only small scopes can be accommodated. Our delay estimation protocol has
a better performance bound, can be incorporated into many protocols that require scalable, non-intrusive
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delay estimation.

7 Conclusion

We study the scalability of reliable multicast protocols. Some of the fundamental known techniques for
devising scalable reliable multicast protocols include receiver-centric repair [1], scoping [3, 16], suppressing
unwanted traffic by using timers [1], use of FEC packets [11, 18, 3, 14, 15] etc. In this paper, we offer
additional tools, namely, efficient algorithms to transmit FEC repair packets in layers so as to minimize the
total excess repair traffic. We employ these on existing protocols and present simulation results that show
the combined protocols to be substantially more scalable.

Many aspects of our work remain to be refined further and studied experimentally, or by building a
testbed. For example, in a hierarchical scope, a receiver may receive repairs from all of its nesting scopes.
Thus, the repair group addresses of overlapping scopes have to be unique. Non-overlapping scopes do not
need unique addresses since administrative scoping of multicast addresses [17] allows multicast addresses to
be safely reused in non-overlapping scopes. Thus, as administrative scoping becomes widely deployed, the
number of multicast groups required for hierarchically scoped protocols grows linearly with the nesting level
of the most deeply nested scope,; it is desirable to decrease this number. As SHARQFEC [3] has shown, five
level nesting scopes are sufficient for millions of receivers dispersed over the nation. Assuming that there
are at most 10 multicast group in each scope, we need at most 50 multicast groups. By employing non-
nested scopes for some strategic locations (where it is certain that ZCRs are placed at the routing paths), the
nesting level of hierarchical scopes can be further reduced. The overall effect of the nesting level remains to
be understood. Another example is to determine the appropriate interval between feedbacks. This depends
on the ability to predict the loss patterns, and insights into this process will greatly help our protocols.
Yet another example is to understand the effect of loss of RGI (repair group information), and the delays
associated with joining and leaving multicast groups. Some of these issues are the subject our current and
future study.

Acknowledgment: The authors owe many thanks to Dr. Roger Kermode for providing them with his source
code for SHARQFEC.
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