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Abstract—Existing \ivireless MACs are known to have fairness MAC algorithm is still specific to a fairness policy (or a it
and QoS problems *. In response, the wireless community function) used to generate it, and may not be used to support
have come up with numerous “point solutions”, with one-to- other fairness policies.

one comparison of their solution with existing MACs for the Wi ive fai to b lication-defined ¢
specific fairness model they target. However, with some tragbff € percenve fairness to be an application-aefined property

of flexibility and efficiency, many of these MACs can be made governed strictly by the utility of the application. In areal
relatively free of a a specific fairness model. This decoupig of wireless infrastructure, MAC simply does what it does best —
the MAC from the fairness model is desirable because it allo& medium contention, while exporting enough control “knobs”
objective testing of the MAC under different fairness mode$ to the application so that it may enforce its own fairnesigyol

and also allows independent evolution of fairness policieand Thi licati tri fi f fai foll directl
research into medium access issues. However, there is no sse IS application-centricnotion ot faimess Tollows directly

model evaluation of such MACs especially in the context of from the well-known system design principle to separate
real multihop wireless testbeds. In this paper we address i mechanisms from policies. This decoupling between the fair
issue by testing three MACs — 802.11e, EY-NPMA and DWOP, ness policy and fairness mechanism is highly desirableesinc
(which represcte)ntduffffer_ent ways do(fgeréablm(? Talrness In thl‘/MACz‘ (1) it allows independent evolution of fairness policiesdan
across a number of fairess and QoS models — temporal/rate dn . X . ; ;
proportional fairness, and EDF and static priority scheduling. res_ear_ch Into _medlum contention mechanlsms and (2) it allow
In the process we also extend EY-NPMA significantly (which objective testing of MAC under different fairness modets. |
we call Siren) for multihop wireless environments. We perfon  fact, many of existing MACs do exhibit such decoupling,
these comparisons on a 30 node multihop wireless sensor testl  albeit with varying degrees of flexibility and efficiency. i§h
comprising of MicaZ devices equipped with the CC2420 radio. brings up an important question — how do these different
l. INTRODUCTION MAC protocols measure up in the support of different faimes

olicies, and in the process how much do we lose in terms of

One of the frequently cited problems of current wirele i . 5 !
networks is related to lack of fairness and QoS. The reporﬁ%xmmty and efficiency? To the best of our knowledge, this

. . uestion has remained unanswered so far especially in the
problems of MAC include, to name a few, starvation [26 ; : :
[9], [31], priority inversion [32], inequitable allocati of ]context of a real-world multihop wireless networks.

. . One main reason behind this lack of a comprehensive
bandwidth [31], lack of QoS support [16] and multi-rate LAN valuation study is that most of the cited solutions [26P]]3

unfairness [12]. The research community has come up W@b}, [17] require significant changes to MAC layer which

_Sri\éegmnn%il tr??ell;zogfn(gie]’séiﬁ]'scgllft]io;os issu?:atptrﬁgle(r;t ere not possible to be implemented on current commercial
. . 9 o ney Otellios. This is because efficiency considerations make most
require altering the MAC protocol significantly to achietet

) : X . . of the MAC layer functions in current radios be performed in
authors’ notion of "fairness”, in effect embedding a fasee Y b

licy into MAC. Clearlv. thi kes th »ooint soluti - firmware which is difficult to modify. This limitation forces
policy Into - early, this makes them “point Solutions™ oo 1he one-to-one comparison of most cited solutions with

Wher_eln the _proposeq changes to MAC proposed_ for ?I_Q%sting work for a specific fairness policy to be limited to
solution are incompatible with those for other solutions.

sin]ulation. In the process significant real-world issueshsas

:gglr E’\fcsalﬂ}'rsarﬁzui’rkN;ngﬁ‘gOpaal t(e)trnii'c[zs(]enper?aﬁ%sneo? &Tq%g%tem latency, ambient channel noise, time synchropizati
i W W ad Icg ! ssues, wireless channel errors, specific radio limitatisuch

Igyer algorit.hms t[ailored to specific utility functions._ mj_di' as minimum/maximum packet sizes etc. are simply glossed
gg?i,mei)z(teesnsl\xbe\g r:‘ﬁ;ﬁ?(;ﬁs[ﬂé)[Zs?le%r:)ftroasss-::gg;ispsrr:?e)gneover' To some extent, this problem has been mitigated by the
utility function. However, note that each specific instanfa evelopment of Software Def|r_1edl Radlps (SDRs) [2], W.hICh
' ' allow all components of the radio (including PHY moduladion
1We consider QoS to be a form of a user-defined notion of fagrmesler to be specified in software. However the prohibitive pett-uni
heterogenous environments e.g. a particular policy magreefthe rule that costs of SDR radios make it difficult to be used for large
VoIP flows should always have higher priority compared tot lséort flows  tasthed deployments. In this paper, we address this issue by
like TCP, so even though at the flow level this policy is inmlse “unfair”, . . . . L.
conducting an extensive experimental evaluation of exgsti

from the user’s perspective it is “fair”. We will hencefortise fairness and . - . ) :
QoS interchangeably in the paper. MACs which provide fairness support in a real multihop



wireless testbed environment. A. Differentiated backoff-based schemes

Our methodology is as follows. We first survey existing |, gych schemes, nodes access the channel with a backoff-
work on fairness issues in single/multihop wireless em4ro period which is a function of the priority of their head-drie
ments and their corresponding proposed solutions. A COMM@FoL) packet, e.g. a nodd with higher priority will access
technique to construct mechanisms for implementing variol,o channel with a shorter backoff compared to neighboring
fairness policies is to (1) assign priorities to data pagkefyqe g with lower priority. This ensures that captures the
(2) manipulate these priorities dynamically to implement g,5nne| with high probability compared to B, with the exact
specific policy dictated by applications, and (3) ensurenehayohapility of channel capture being a function of the rietat

nel access to be ordered in terms of the priorities. Sevea].\ ¢ periods ofA and B. IEEE 802.11e and its numerous
schemes [17], [16], [27], [29] follow this approach whergiants [3], [18] fall in this category. Note that the origi

fairness mechanisms are supportecpbiprity resolution(PR)  giandard defines 4 priority levels with varying but overiagp

— the mechanisms to implement the prioritized access Qf o\ off periods for each priority. This allowed lower pitgr
packets. We classify such MACs supporting PR into threg,jaos 1o sometimes capture the channel in the presencetof hig
categories based on the way they perform PR, and identf\iority nodes, or priority inversion [32]. In order to aekie
three representative schemes for each of the three ca8gorip g\ te prioritizationwhere the higher priority nodes always

1) Differentiated backoff based; represented by 802.1]Le [Zapture the channel earlier than lower priority nodes, Ad e

[18]. al. [7] propose having non-overlapping backoff periods for

2) Beacon-based; represented by EY-NPMA [28], [32], [6kach priority, i.e.DIFS; = DIFS,;_1 +CW,;_1, whereCW;

3) Scheduling-based; represented by DWOP [16], [17]. is the backoff window for priority level. We use this version

This categorization significantly reduces the number of 802.11e for our evaluation.
combinations that need to be evaluated without compromisin
the breadth of our study. We implement these three schenffesBeacon-based schemes
on the ZigBee-based CC2420 radio on the MicaZ sensorin beacon-based schemes, nodes rely on bursts of energy
platform. This radio is different from contemporary 802.11o inform their neighbors of their priority. The actual ity
radios in that it exposes a considerable amount of fundiigna is encoded in the length of the beacon (e.g. black burst [28],
(e.g. clear channel assessment (CCA)) to software while sfirioMAC [25]) or the time (e.g. EY-NPMA [6]) at which they
maintaining a raw bitrate of 250Kbps. The implementation @fre sent. A subset of such schemes also rely on an additional
the above MACs on such a radio for multihop environmenihannel to send beacons, (e.g. BTPS [32]). We focus our
is a significant engineering and design challenge since itdgaluation on EY-NPMA which uses short beacons sent at pre-
important to make sure that our design decisions do nottaffgfefined moments in time to encode priority information. The
the experimental results and that the conclusions are valighsoning for choosing EY-NPMA is twofold. First, encoding
not just for the CC2420 radio but also for other CSMAthe priority in the length of the beacon wastes energy. S&con
based radios. The implementation of EY-NPMA for multi-hopising a separate channel for beacon transmissions is not
environments is particularly difficult as it is designedyofdr possible in contemporary single tranceiver radios.
wireless LAN environments and thus does not provide any|n EY-NPMA, each node goes through a PR phase followed
mechanisms for hidden terminals. We extend EY-NPMA fQij a contention resolution (CR) phase_ The PR phase is as
multihop environments and call our extensiBiren In the follows. As soon as the channel becomes idle, a node with a
next step, we identify and implement a list of commonly useghck-logged packet with priority waits for i beacon periods
fairness policies including static priority, temporalrfass, which is defined to be the time to fully transmit a shoeicon
proportional fairness and earliest deadline first (EDF) @ t At the end ofi beacon periods, if the channel is idle, the node
of these three MAC protocols. Finally we compare the pefransmits the beacon and enters contention for the medium.
formance of these MAC protocols in enforcing these fairnesfowever, if it hears any beacon transmission prior to the
schemes on our 30 node multihop wireless testbed. i beacon periods, then it recognizes that a higher priority

The rest of the paper is as follows. In Section 2 we descrig@nsmission is pending and defers its own transmission. If
the three MAC protocols we implement, while in Sectiofhere exist more than one node with the same highest priority
3 we present implementation details on the CC2420 radigey will all transmit beacons simultaneously and will ente
In Section 4 we describe the fairness schemes we use fig¢ CR phase together. At the end of the PR phase, one or
comparison. Section 5 contains experimental results.i@®ectmore nodes with the highest priority are left in contention,
6 presents related work and we conclude in Section 7. and they contend for the medium in the CR phase.

1. MAC M ECHANISMS FORFAIRNESS AND QOS C. Scheduling-based schemes

we cIa_ssﬁy_MAC schemes into three cqtegone_s based on th'?n scheduling-based schemes, nodes disseminate priority
manner in which they perform PR — (a) differentiated backoff , o
|n|format|on well before the actual packet transmissiond an
based schemes, (b) beacon-based schemes, and (c) scgedulin
based sphemes. In thIS section, we describe these C&_lEEgOI‘Iﬁ:Or brevity, we will abuse terminology and refer to "nodeshvHOL
and their representative schemes used for our evaluation. packet priorityi” as "nodes with priority:”.



then co-ordinate their transmissions in such a way that tBe Large Packet Size Emulation

order of packet transmissions matches the advertisedtsor . . . I
Distributed priority scheduling [16] and DWOP [17] follow, . |16 Maximum packet size of CC2420 is 128 bytes which is

this scheme. In both schemes, nodes piggyback their pac&ﬁhly restrictive compared to commercial 802.11 radiothwi

o i U of 1500 bytes. To overcome this limitation, we maintain
prlor|t|eshont(()j ETS' C:]-bs DA_\l'_I'r,? and Ar‘]CK (;ness?ges, (\jNTICb virtual packetat the MAC layer in which the transmission
are overnearc by neignbars. 1hus each node burlds a data %rger packets is emulated. The size of a virtual packet
of priorities of all its neighbors within a two-hop communi-

6 RTS and CTS f de inf is set to X times 128 bytes. For every data packet of size
cafion range. an messages ot a node inform f?S bytes received from the upper layers, the MAC driver
immediate neighbors and potential two-hop interfererpaes

tively about its priority. DATA and ACK messages inform theretransmlts the same packetnumber of times. The receiver

. . counts the number of CRC-valid copies of a packet it receives
neighbors that the packet _has been successfu_ll_y transinsitie If it receives X copies of the same packet, it will send ACK.
that they may updatg their da_tabase. In addltlon,. D'_A‘TA Atherwise it will silently discard all copies of the pack&éhe
ACK messages also inform neighbors about the priority of ﬂ%%nder after sendind copies, waits for ACK. If it does not
next packet in its queue. ' :

o e . . receive ACK, it will signal a failure to the upper layer, and
In distributed priority scheduling [16], the backoff pedio try again. This emulates closely the behavior of a packet of

of a node is calculated based on its priority relative to Dth§i2e128 « X bytes. In our experiment, we sat to 3 for an
priorities in the priority database. DWOP [17] is similarg i 2ted packet size of 384 bytes '

except that it is stricter in its enforcement of packet ftiies
where nodes are not allowed to send an RTS message unjesg,, 11
the maximum priority level in their cache corresponds to
their HOL packet. We choose DWOP as our representativel EEE 802.11e pauses backoff timers when the channel
scheme due to this priority resolution mechanism as it plewi becomes busy and resumes them again when the channel
the absolute prioritization property seen in our version dfecomes idle. This is difficult to implement in CC2420.
802.11e (Section II-A) and EY-NPMA. As we shall seaVhen transmitting a packet, the MAC driver first loads the
later in Section IV, absolute prioritization allows a siifipd ~ Packet into the CC240 transmit buffer. Once the buffer is
implementation of various fairness policies. loaded, transmission is initiated by an explicit command
(STXONCCA command) to the hardware. After that, the radio
1. MAC M ODIFICATIONS FORZIGBEE AND MuLTIHOP  checks the noise level on the channel (CCA or Clear Channel
ENVIRONMENTS Assessment) for 4 byte-times or 128us. If the CCA detects tha

) the channel is idle, the packet is put on the channel byte by
We modify 802.11e, EY-NPMA and DWOP MACS 10 US&,\te f not, the radio reports an error and takes an appatepri

them for multihop wireless environments under the CC2424,4 handling action. Hence the radio does not perform the

radio. In this section we describe how each protocol is MOGkc A continuously in the transmit mode. This makes it difficul

fied. Although the details are to some extent CC2420-SpecifiG 4 se and resume backoff timers based on channel activity
we believe that similar issues appear for other CSMA—based-l-O get over this limitation, we do not follow the 802.11e

radios like commercial off-the-shelf 802.11 radios. Befoé?tandard of pausing backoff timers. In our implementation,

which is called PMAC, when a node has a packet to transmit,
it takes a random backoff. During the backoff period it does
not check the channel. At the end of the backoff period, it wil
issue the STXONCCA command to the PHY. If it receives an

The MicaZ [5] sensor node contains the CC2420 [Hrror because the channel is busy, the node will take another
transceiver which is a ZigBee [4] compatible radio. It has @ndom backoff. Otherwise the PHY will begin transmission.
link speed of 250Kbps, resulting in a per-byte transmission PMAC uses non-overlapping backoff windows to support
time of 32us. It support8 different transmission power levelsabsolute prioritization. Despite this, it is still possilib have
ranging from a minimum of-25 dBm (< 10uW) to a priority inversions if the backoff window is paused. To see
maximum of0 dBm (1 mW). It contains two buffers of size why, consider two nodesl and B, with A having a higher
128 bytes each for outgoing and incoming packets respéctivepriority than B. A will naturally use a shorter backoff and
Packets placed in the outgoing buffer need to strictly aelhawill access the channel multiple times. However, duringheac
to the ZigBee packet format, else they are dropped. channel access, there is some small channel idle time during

The ZigBee [4] standard specifies the minimum PHY layet’s backoff period. During this periodB’s backoff timer
header of5 bytes ¢ bytes preamble antl byte synchroniza- keeps counting down since the timer resumes during channel
tion), a MAC layer header o9 bytes and2 bytes of CRC. idle times and pauses during channel busy times. Hence
This implies that the minimum packet size with no payloadventually B will access the channel with a shorter backoff
in CC2420 is16 bytes. Also, the standard specifies that thénan A causing a priority inversion. Thus by not pausing
maximum packet size (including PHY, MAC headers, CR®ackoff timers and forcingB to take a new backoff every
and payload) is restricted to 128 bytes. time, PMAC completely avoids priority inversions.

going into specific details for each MAC, we first give a bri
description of the CC2420 transceiver.

A. CC2420 Transceiver — Overview



A second issue with 802.11e is the use of exponentiallye medium forl0 byte-times= 320us to sense any activity
increasing backoff timers. In the standard, if a node’s b#ck on the channel. Hence we use a beacon sensing tird20pf
timer expires, it checks the medium and if it is still busy, ifor our implementation. Unless otherwise specified, we use 6
doubles the backoff window and takes another random backpffority levels for Siren incurring an overhead 30 x 6+ 512
within this window. However, PMAC needs to support severais = 2.4ms per packet transmission for priority resolution.

priority levels and supporting multiple exponential imgs_ 2) Beacon Transmission Powertn Siren, a node uses
in the backoff window leads to large backoffs for each ptjori heacons to inform its neighbors about its priority. However
level. This induces high overhead for each priority leves Aniqden terminals located at two hops away from the node,

we shall see in Section IlI-F, even while using a fixed windownq at one hop away from its intended receiver may not sense
without exponential backoffs, PMAC still incurs high ovedd e peacon and may interfere with packet reception at the

since every priority level requires one backoff window. den (oceiver [26], [9], as illustrated in Figure 1 (C). This pein
we choose to use fixed backoff windows for PMAC. is not handled in EY-NPMA.

D. EY-NPMA To fix this problem, we adopt a higher transmission power

for beacon transmissions compared to data transmissions to
preserve the correctness of PR across two hops. The trans-
mission power for beacons should be enough to reach all

EY-NPMA was originally intended for a single-hop WLAN
environment where every node can sense the transmission
its neighbors, and hence can enter the PR and CR phases In” .. ", . L : .
synchrony. To enable this behavior for multi-hop environtse popentlal interfering nodes for As intended receiver. Shi

we require time-synchronization among neighboring nodeS .p()jroacr; 22? tgzeglegsgg tlrnarEirST}:sEozr]\, [iole?zfvﬁlu'né%eosu:o
We refer to this modified protocol aSiren to differentiate uay, w ISSion pow

it from EY-NPMA for the rest of this section. In Siren, timebe roughly _three_ times that (.)f their .dam transmission power
i slotted. for a simplified implementation. This is decided based on

Note that the overhead incurred in the PR phase of E@e following reasoning. Assuming free-space propagation

NPMA is the time taken for a beacon transmission times tr\\/\éhere the transmitted signal drops by square root of distanc

number of priority levels supported. Clearly, a smallerdzza quadrupling transmission power for beacons corresponds to

size incurs less overhead. Early radios (e.g. CC1000 [g;)ublmg distance, hence ensuring that the beacon is rtelv

. . . all two-hop interferers. However, since beacon packetsin
support bit streaming which can be used to construct exl;em_?o be only sepnsed not received, we find throughpexperiment

small beacons. However the new generation of packetizw’l,gat Simplv using three times the data transmission bower
radios (e.g. CC2420 [1], most commercial 802.11 radiosydoe Py 9 b
orks for most cases.

not support bit streaming and allows only valid packets withl ] o
standard compatible headers to be transmitted. This limita USing the same beacon transmission power for all nodes
significantly increases the overhead of the priority resofu N the network is a conservative approach which may cause
phase if the minimum packet size is large. Siren overcom@§ beacon transmissions of some nodes to reach farther away
this limitation by the use obeacon sensingThe basic idea from interfering nodes and shut down non-interfering nodes
is that a node does not need to completely receive a bea8$Hn transmission leading to loss of network capacity. This
to sense a higher priority node in its vicinity; it only needgroblem is called thexposed termingbroblem. An example

to detect the presence of the beacon on the channel throigyfhown in Figure 1 (C). Nodé& will be shut down byA's
CSMA. We now discuss this concept in more detail. beacon, even though its transmission will not interferehwit

1) Beacon SensingA node with a priority waits for i A’s trapsmission toB. Repent work has gstablished that it
CCA timeswhich is the minimum time to sense a (beacorlf POSsible to detect the interference relations betweetesio
transmission from a neighbor. At the end of theh CCA ©n @ run-time basis [34]. In add!tlo_n, transmission power
time, if the channel is idle, the node transmits the beacah af@" also be tuned so that transmissions reach only a set of
enters the CR phase. However, if it senses any beacon bef8igrfering nodes [19]. Hence it is possible to tune the beac
thei CCA times, then it defers its transmission to the next tirf@Nsmission power on a per-node basis, so that it reaches
slot. If there exist multiple nodes with the same prioritygy  the set of interfering nodes and no farther. This will not
all transmit beacons simultaneously and enter the CR ph&dninate all cases of exposed terminals, but will defigitel
together. As illustrated in Figure 1 (A), the overhead fae thfésultin improvementin network capacity. However, we db no
PR phase in Siren is the CCA time multiplied by the numbé&Xplore this option in this paper, and leave it for future kvor
of priority levels plus one beacon transmission time. Simee OUr experimental results presented in Section V are ohdaine
CCA time for most radios is much smaller than the minimunfyithout this tuning. We use -5 dBm (3}8V) transmit power
valid packet transmission time, beacon sensing results ifo data packets, and 0 dBm (1 mW) for beacons.
significant overhead saving. The PR and CR phases of Sirer8) Time Synchronization:Siren does not require global
in each timeslot is shown in Figure 1 (B). clock synchronization. The protocol works as long as the

The minimum packet size limitation of 16 bytes correspondender is synchronized with all potential interferers lfbahe
to a beacon transmission time tf x 32 = 512us. By means and two-hop nodes). Hence we use a conventional distributed
of experiments, we found out that CC2420 requires sensihgp-by-hop clock synchronization algorithm — FTSP [21].
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Fig. 1. (A) shows the working of Siren for nodes B, C and D with priorities 1,1,2 and 3 respectively. Both and B send beacons after one CCA time.
C and D sense the beacons after two CCA times, and hence they pestpein transmissions to the next time slot. Bethand B enter the CR phase and
contend for the channel picks a shorter backoff and successfully transmits a paskde B senses this packet and defers its transmission to the rogxt sl
In the third time slot,C' transmits a beacon after two CCA times which is sensedbgfter three CCA times. HencB® defers its transmission whilé
transmits its packet. Finallyp transmits its beacon and packet in the fourth time slot. (Bs the expanded view of one time slot which clearly showes th
PR and CR phases. (C) shows how notleises a higher beacon transmission power to block out patenterfering nodes for receiveB. C' is a one-hop
node whose transmission & would interfere with bothA’s transmission and3’s reception.F’ and E' are two-hop nodes whose transmission would affect
B'’s reception./’s transmission taD would not affectA or B, howeverD’s acknowledgment td would interfere withB’s reception. NodeH's transmission
would not affectA or B, but it will get blocked out. This is an instance of the exgbserminal due to Siren’s beacon transmission.

4) Contention Resolution in Sirerthe nodes that survive ahead and transmit the packet. We verified tNat 20 works
the PR phase compete on an equal basis for channel accetsedest in our experiments.
in the CR phase. Siren uses CSMA/CA with fixed windo
backoffs for CR. Nodes take a random backoff and sense
channel at the end of the backoff period. If a node senses

\?ﬁ. Relative Overheads
e

Priority Resolution Overhead

a carrier, then it simply goes to the next slot where it runs % ,2: & Sren
the PR phase again. This scheme provides equal chances ! 55;;*;’:“*
all competing nodes in the CR phase. We choose this CR % o3 [ bwop

mechanism because it is simple to implement.
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E. DWOP

In DWOP, nodes exchange priority information by overhear-
ing RTS/CTS/DATA/ACK exchanges onto which the packetig 2 Normalized priority resolution overhead for Sir@Y-NPMA and
priorities are piggybacked. The default MAC in the CC242802.11e with non-overlapped backoff periods with différdata packet sizes.
does not support RTS/CTS. We added support for RTS/CTS
in the CC2420 MAC. RTS and CTS are sent as minimum sizeln this section we quantify the overhead for each MAC by
packets (16 bytes) plus 2 bytes for the packet priority. comparing the time taken for PR normalized by the total time

One issue with DWOP is that in multihop wireless envirorfor transmission of one data packet (with different datakpac
ments, it is possible that priority information often bea@msizes and 10 priority levels). We plot the result in Figure 2.
stale or lost. This happens due to several reasons. Fi&gBee radios have a link speed of 250Kbps (resulting in a
packet priorities may change dynamically even at the timper-byte transmission time or “byte-time” 82us, CCA time
scale of medium access (a few hundred microseconds t@fa320us and minimum packet transmission time %f2us.
few milliseconds), requiring nodes to perform an RTS/CTBor PMAC (802.11e), the overhead for priority resolution is
exchange every time the packet priority changes (the CTStlie backoff period times the number of priority levels. We
necessary to inform nodes two hops away). Second, priordggsume the conventional backoff period of 32 byte-times;
information could be lost due to collisions and interfemnc1.024ms for ZigBee.Siren's beacon sensing saves about 20%
Stale or lost priority information may lead to deadlock. Teverhead compared to a naive implementation of beaconing
deal with the deadlock caused by lost or stale informatian, yimarked as EY-NPMA in the figure) in ZigBee radios. PMAC
introduce a simple timeout feature which works as follows. Acurs significantly more overhead compared to Siren. This
node with a packet to transmit checks the priority tabletdf iis because in PMAC, the PR and CR schemes are interlocked
priority is lower than the highest priority in the table,akes a with each other, and hence each additional priority leveliia
backoff for a random period of time and initializes a countethe overhead of one additional backoff period while in Siren
At the end of the backoff period, it will check the table agairadding an additional priority level requires only an adufigl
This cycle is repeatedv times, incrementing the counter atCCA time. An important attribute of DWOP is that it supports
every check. If the counter reach&swith the highest priority infinite priority levels — the overhead is always the timeeiak
remaining unchanged in the table, the node is allowed to @ the RTS and CTS exchange.

Normalized Overhead for 10 Priority Levels



IV. | MPLEMENTING FAIRNESSPOLICIES of nodes winning the first Bernoulli trial approximates the
. required ratios.

In this section, we describe how different fairness poticie . . ' :
are implemented on top of PMAC, Siren and DWOP, Ea:}h Now consider the case that no node wins the first Bernoulli

. . . N .
implementation is mostly agnostic to the kind of MAC use rial —this happens W't.h Pmbab'!'tﬂzzl(l ¢(i)). Such .
; . Co . . " Hodes try the Bernoulli trial again and by the same logic
except in a few cases which we highlight in this section. X . :
: . as above their access pattern also approximates the rdquire
The only requirement is that the MAC should support ab-". . ) )
Co o ratios. This process is repeated fBr— 1 trials. All nodes

solute prioritization, which is supported by all of our MAC

implementations discussed in Section Ill. We implement tf}VJ(\éh'Ch do not win in any of the” — 1 Bernoulli trials transmit

following faimess and QoS policies: static priority, EDF eacons with priorityP. Clearly the medium access pattern

) . . : between this set of nodes will not follow the required ratio,
proportional rate allocation, and proportional fairneBslow, : _ .
. L ! . but will be equally distributed. However, the probabilityall
we present our implementation; since the implementation 0

e i o o nodes not winning thei® — 1 Bernoulli trials is given by
static priority is straightforward, we omit its descriptio (Hij\il(l — 6(i)))P~1. This probability quickly falls down to

0 with increase inP. Hence the more priority levels becomes
) ) ~available to the system, the closer the approximation to the
Consider the problem of proportional throughput allogatiogesired ratios gets.

in @ WLAN [10]. Let there be nodes in @ WLAN which jmplementation Specifics:PMAC and Siren are implemented
require service differentiation to the effect that theitabed \yith 6 priority levels (° = 6). However, DWOP supports
throughput values are in the ratiq : > : ... A related jnfinite priority levels. This has an implication as to hovos
problem is maintainingemporal fairness(where all nodes ppmac and Siren can approximate the desired rate allocation
receive equal channel time) in multi-rate WLANS. Supposgiios when compared to DWOP. While DWOP will always
N stations access the channel with different transmissit@s raghow closer approximation to the desired rate allocatiom, w
Ry, R, ... Ry (due to varying channel quality) in @ WLAN ghq|| see in Section V-E that 6 priority levels is enough for
where all nodes can hear each other. IEEE 802.11b has begfiac and 802.11e to have reasonable accuracy.

shown to be highly “unfair” in such an environment [12]. A

solution is to to assign equal time-shares among competidg EDF Scheduling in Multi-hop Networks

nodes on the channel. Existing work [13], [11], [29], [33] EDF scheduling can be implemented as described by Kan-
implements this solution by directly modifying MAC. Theggia et al. [16]. Every packet at its source is stamped with
temporal fai_rness problem can also be_framed asa p_ropartiog TTL (time-to-live) which is its desired end-to-end delay
rate allocation problem in the following manner: if thé pound. At every hop, just before the transmission of this
nodes access the channel so that their obtained througimwtspacket, its TTL is decremented by the amount of time spent
proportional to their transmission rates, i/ : Ra : ... Bn, in the queue. The TTL value is directly mapped to a priority
then the time spent by each node on the channel is equaliz@de| at each hop. This allows nodes with backlogged packets
We propose the following algorithm for achievigpprox- with a very low TTL to access the channel quickly and flush
imate proportional rate allocationLet there beP priority gych packets. More precisely, we assign the prigritpf an
levels available. A Statiom, 1 < 7 < N, sets the pr|0r|th Outgoing packetl' as follows. LetDmam be the maximum
of its outgoing packets by executing a maximum®f- 1  deadline value that a real time packet can have &nbe
Bernoulli trials with probabilityg(i) = ssv—- ITitwins in - the number of priority levels. Suppose that a packéss a
trial m, 1 <m < (P —1), it setsp; = m. If it runs P — 1 deadlined;. Thenp; is set tod;/A whereA = D, 4./ P.
trials without success, then it seis= P. Implementation Specifics: In our EDF experiments in Sec-
We omit formal proof to save space. Instead, we providn V-B, all realtime flows are stamped with an initial TTL
an informal discussion. Consider a single time slot. If oaly of D,,,, = 500ms. For Siren and PMAC implemented with 6
single node wins in the first Bernoulli trial, then it sendseab priority levels, this corresponds t4 = 83.33. Since DWOP
con with priority 1, and grabs the channel and transmit its dasupports infinite priority levels, the TTL value is itselfags
packet. This occurs with probabililzl.]\;1 #(i)(1—¢(i))N~1. as the priority and nodes order packet transmissions based o
Now, if more than one node wins the first Bernoulli trial, thethe TTL of their interfering neighbors.
they simultaneously transmit beacons and enter the CR phase ) ) ) )
This gives an equal opportunity to such nodes (as all are§n Proportional Fairness in Multi-hop Networks
one hop), so the medium access probabilities among suclChen et al. [8] propose a joint design of congestion control,
nodes do not follow the required ratios. However, note thatuting, and scheduling to maximize aggregate utility in a
the probabilitiesp(i) are normalized to 1. Hence, on averagayireless network. The algorithm is implemented as follows.
the number of nodes winning the first (or any) Bernoulli trial Each node maintains a per-flow queue. A node decides
is close to 1. Hence the probability of medium access forvehich per-flow queue it services next and where to route a
nodei approximates the Bernoulli probability(i). Since the packet from this queue based orpace which is computed
Bernoulli probabilities are normalized based on the remlir by taking a queue size difference between that node and its
proportional rate allocation, the medium access prolgbilineighbors. More precisely, It andl}C be the per-flow queue

A. Proportional Rate Allocation and Time Fairness




= exception that it does not perform exponential backoffst Ju
ﬁ% before packet transmission, a node performs a backoff over a

] fixed window. At the end of the backoff, the node transmits
the packet if the channel is idle, else it takes a backoffragai

7 3 We will refer to this MAC asCSMA-DATA/ACKfor the rest
18m 3 : 17 of this section. For a fair comparison, we also compare with
B-MAC with RTS/CTS as an additional performance baseline.
1 We denote it asCSMA-RTS/CT.SNe now look at how each

%{QP\ MAC performs for different fairness policies.
1k u T = B. EDF Scheduling

2sm We implement EDF scheduling as described in Sec-
tion IV-B. Our experiment is as follows. We generate 10
Fig. 3. Above figure shows the 35 node mote testbed distdbatoss concurrent flows on the testbed, with sources and destirstio
one floor o_f the MRC buil_din_g. Lines between nodes indicataneativity for the flows generated randomly. The source node of each
achieved with data transmission power of -5 dBm.
flow stamps each outgoing packet with a TTL of 500ms. All
flows are transmitted at 3 Kbps. The experiment is repeated 15
length for flow & at nodes:; and j. For each flowk, node; times. We report the distribution of the average per-flovagel
computes pricej‘fj between itself and each of its neighbgrs for all runs in Figure 4 (A). Figure 4 (B) shows the fraction
as follows:ij « (k1% CF indicates whether nodeshould of the runs for each MAC in which the average per-flow delay
route packets belonging to floover nodej. Intuitively, the is less than the EDF deadline 500ms.
largest value ofS’fj hints that node should route packets for
flow k over the neighboy with the smallest queue Iengtgﬁ.
If multiple per-destination queues at nodere backlogged,
node+ first schedules a packet of flow and forwards this

packet to its neighboy so that the differential pric€’; is

Monitored Flows Priority Information from Neighbors
7->8 (CTSIACK) __8->14 (RTS)

maximized for all flowsk and all neighborg. The rationale @ 80%
behind this is to give to congested nodes a prioritized acies
the channel so that they can drain their queues faster (a larg e s @
gueue may cause a large price). Note that with a queue size—  ~—" >

of A packets per flow, the value (ﬁ‘i’“j may vary between
—(A — 1) and A, hence requirin®2A priority levels for a Fig. 5. Above figure illustrates the DWOP problem in lossyweeks. Flows

one-to-one mapping. The packet is then transmitted by the— 32 — 31 and7 — 8 — 14 are real-time flows from one of the runs
bpIng P y Fni%the EDF scheduling experiment. Node 3 is the source of a fidvch

MAC usmg this prliority Ie\_/el' This apPrOXim?'tion does nptvas observed to be starved. We monitored node 3 and founditties
guarantee proportional fairness, but it provides a prakticontinuously deferring its own transmission due to peetihigh priority

implementation that still achieves a high aggregate ylt'[bit packets in its neighborhood. The figure on the right reptssiére normalized
fraction of time spent in deferring attributed to the cansint flow segments.

the system, which is d.eﬁ.ned to bElog(:z:). wherez is @  apout 75% of the time 3 defers due to the RTS heard from nod832+4 31)
per-flow throughput. This is shown in Section V-D. or the CTS heard from 3238 — 32).

Implementation Specifics:In our experiments we use a per-
flow queue size of 3 packetay = 3. This allows us to use a  Siren is able to maintain a delay less than the desired TTL
one-to-one linear mapping of the queue differentie?, 3] to  for 80% of the runs, while in the case of DWOP and PMAC,
the packet priorityf0, 5] without any quantization error. Henceonly 30% and 15% of the runs fulfill the EDF deadline.
all three MACs — Siren, PMAC and DWOP use the mappeThe poor performance of DWOP is due to inconsistent cache
packet priority directly for priority resolution. information causing frequent deadlocks. This problem come
up quite frequently on our testbed due to long, lossy linka-co
. mon in wireless networks. To investigate this problem ferth
A. Experimental Methodology we look at one of the scenarios closely in Figure 5. In the
Our sensor network testbed consists of 30 MicaZ sendayure, node 3 is the source of a realtime flow getting starved.
nodes distributed in labs and student offices in our computfehis was because 3 kept deferring its own transmissions due
science building, as shown in Figure 3. The lines connectitg RTS and CTS messages from node 32, which is quite some
the nodes indicate wireless links. We implement Siren, PMAdistance away. The small size of RTS and CTS messages (18
and DWOP as described in Section Ill. As the base case obytes) allowed these packets to be received intermitteattly
MAC protocol which does not support priority resolution, we8. However, the consequent DATA packet signaling the end
consider B-MAC [24], which is the default MAC protocol forof the high priority transmission is frequently lost at ndgle
MicaZ sensor nodes under the TinyOS environment. Mediudue to its large size (384 bytes). This leaves 3 deadlocked.
access in B-MAC is similar to that in 802.11, with theThe priority information from neighboring node 8 reaches

V. TESTBEDRESULTS
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Fig. 4. (A) shows the distribution of delays in the EDF scHieduexperiment. (B) shows the fraction of runs which haverage per-flow delay to be less
than the EDF deadline of 500ms. (C) shows the aggregateghpati of all such runs for each MAC.

3 without much problem since the loss rate from 8 to &s long as HP flows are present. This is achieved by setting
is 5%. Our modification to DWOP to deal with this issughe priority of all HP flows to be higher (set to 2) than that
(Section 1lI-E) does not help much as it simply reduces thef all the LP flows (set to 3). Our experiment consists5of
duration of this deadlock. We also run the original DWOP flows which transmit at a constant bit rate of 3 Kbps,
protocol, referred to in Figure 4 as “DWOP - Deadlock’and 5 LP flows transmit at a constant bit rate of 5 Kbps.
The long delays for “DWOP - Deadlock” show the degree byhe sources and destinations of thageflows are selected
which the original DWOP gets deadlocked without a deadlocndomly. This experiment is repeatéd times with different
timeout feature. source and destination pairs. We report the throughputdf ea
An interesting observation here is that a beacon basedss normalized with the source sending rate in Figures)6 (A
scheme like Siren does not suffer from the same problem in taed (B).
presence of lossy channel. This is because HOL priorities ar Figure 6 (A) shows that both DWOP and Siren are able to
advertised through beacons which are short packets, aro@ hgorovide full access to HP flows with DWOP performing better.
do not incur high loss rate. In addition, it is not necessary fHowever, DWOP does this at the expense of throughput for LP
a node to receive the beacon fully and correctly to determifiews. From Figure 6 (B), we can see that LP flows in DWOP
that a neighbor has a high priority packet pending. As long gst about 50% of the throughput achieved in Siren. This is
it detects a busy channel, it will defer access. again due to the inconsistent priority database informmatio
At this time, we tested an important component of Sirecaused by lossy links. Note that for DWOP, the HP flows
— the high power beacons (Section 11I-D2). We ran the sande not affect each other, since they are all set to the same
experiment with Siren with the beacon transmission power dggh priority level, and hence the HP flows do not get into
to be the same as data transmission power, denote®irbp deadlock. However, the LP flows may experience deadlock if
- Normal Power BeaconsAlthough this seems to slightly there is a high priority flow within two-hops. The deadlock
reduce the average per-flow delay compared to Siren whhppens when a HP packet blocking LP packets has actually
high power beacons, the aggregate throughput per run is disished transmission, but the information about finishing t
reduced. This is because the normal power beacons cartnatsmission is lost while the channel is free. Since the ®AT
preserve priority across two hops, causing hidden termir@dcket is much larger than RTS and CTS packets and is subject
collisions, reducing the throughput at the destination A28  to higher packet loss, its transmission may not registermgmo
differentiated backoffs do not protect against hidden teats, neighboring nodes, which leaves them deadlocked, as seen in
which causes to its poor performance. Figure 5 earlier. Figure 6 (C) shows the fraction of LP flows
Siren with normal power beacons results in about 10% leissall the runs that get starved (O throughput).
throughput for both high and low priority flows. This indieat
that high power beacons are effective in preserving presrit D- Proportional Fairness in Multi-hop Networks
across two hops. However, Siren’s high power beacons maywe now look at proportional fairness in multi-hop networks
not reach all potential interfering nodes. As a result, 18&re using the cross-layer optimization framework described in
throughput for high priority flows is less than that for DWORSection IV-C. The optimization framework consisted of tare
(Figure 6 (A)), which is able to prevent all two hop interfercomponents, source rate control, per-flow queuing and MAC
ence through the use of RTS/CTS messages. scheduling. Instead of directly comparing the performasice
the framework under each of DWOP, Siren and PMAC, we
take the approach of incremental performance evaluation of
We consider an environment where two classes of appéiach component.
cations coexist — high priority (HP) and low priority (LP). We start with the baseline — a framework without any
Our fairness policy is to allow the HP flows access to theongestion control or scheduling. We select 8 sources ran-
channel as much as possible, deferring accesses of LP flaesnly which transmit packets as fast as possible toward 8

C. Static Priority Scheduling
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Fig. 6. (A) and (B) show the normalized per-flow throughpuhah and low priority flows respectively, in increasing ard€hroughput is normalized w.r.t
source sending rate (3Kbps for high priority and 5Kbps fav fariority). (C) shows the fraction of low priority flows gétg starved (O throughput).

randomly selected destinations. We refer to thisG&VA- and in EDF scheduling, a deadlocked flow's priority (TTL)
DATA/ACK-Full-Rate We then add the source rate controthanges very slowly before its priority becomes large ehoug
and per-flow queuing components to the framework, but leat@transmit. Clearly, if used in wireless multihop envirozmbs

out the MAC scheduling component. We refer to this resulthere deadlock situations abound, with a fairness policgrerh
as CLO-CSMA-XX— the suffix XX denoting whether the the priority of a flow is does not change fast enough in
underlying MAC uses RTS/CTS or just DATA/ACK. Finally,response to deadlock situations, DWOP will perform poorly.
we test the full framework under Siren, DWOP and PMAC ) )

denoted respectively a8LO-Siren CLO-DWOR and CLO- E. Proportional Rate Allocation

PMAC. The performance metric we report is the aggregateFor proportional rate allocation, we run the following test
utility (>~ log(z)), wherex is the throughput obtained by aWe pick 4 and 6 nodes of our testbed in sequence in such a
flow. We report the distribution of this metric in Figure 7 (A) way that they are all within radio range of each other. These

Note that a low value of the aggregate utility indicates e«*evenOdeS then transmit packets to a common sink node by the
ggreg Y roportional rate allocation algorithm described in IV-Fhe

starvation for some flows, although the aggregate throu@h@ij?k node records the ratio of the throughputs obtained from

may be h'g.h as seen in _F|gure_7 (B). The main causes &ch node which we report in Figure 7 (C). We use Siren with
flow starvation in conventional wireless networks are the i riority levels for this experiment
herent MAC-layer unfairness observed in CSMA-based MA b y pe . .

: . DWOP represents the faithful implementation of our rate
protocols [26] and the lack of effective congestion contrql . lqorith . o ined b b
which causes queue overflows at intermediate nodes [ﬁhlocgtlc_)n algorithm, since it is not constrained by number
[31]. Both these factors cause the low aggregate utilihi 0 priority levels. As a result, its rate allocation is clete

. to the desired ratios. Siren with just 6 priority levels slsow
case of CSMA-DATA-ACK-Full Raje By adding source rate , . ¢ 10006 close to that of DWOP. The performance of

control and per-flow queuing starvation due to queue ovea‘lo@ AC was similar to that of Siren for this experiment because
is mitigated to some extent as can be seen in the case é\f . .
of the absence of hidden terminals.

CLO-CSMA-DATA/ACKandCLO-CSMA-RTS/CTS he large
improvement seen ilCLO-CSMA-RTS/CTHdicates that a VI. RELATED WORK
significant factor of the flow starvation is due to hidden
terminal scenarios on our testbed. The disappointingly Iogxf
utility in CLO-PMAC compared toCLO-CSMA-RTS/CT%
due to the vulnerability of PMAC to hidden terminals.

Substantial research exists on the individual components
a fairness control framework i.e. fairness policy, PRd an
medium access. However we will focus only on the PR scheme
in this section. Priority resolution has been achieved & th
Finally CLO-Sirenand CLO-DWOPboth show the maxi- MAC layer by various means. Broadly, they can be classified
mum value of the aggregate utility among all the tested cas@#o three approaches — beacon based [28], [6], [32] or H&acko
This shows that even after congestion control and per-fldvased [3] or scheduling based [17], [16]. This bifurcation
queuing, there is still exists some scope of improvement logn be traced back to the original two competing standards
tuning the MAC scheduling component. It is interesting thdor the wireless MAC — 802.11/802.11e [3], which uses a
both Siren and DWOP provide more or less equivalent perfatifferentiated backoff strategy, and HIPERLAN/1 [6] which
mance for the proportional fairness framework. An inténgst uses beacons (the scheduling-based algorithms came later)
guestion here is why CLO-DWOP does not suffer from the Vaidya et al. propose a PR scheme, BTPS [32] (Busy Tone
deadlock situations seen in the earlier experiments. ThisRriority Scheduling) supporting two priority levels. Inigh
because in CLO, a deadlocked flow immediately begins to beheme, nodes are required to listen on three channelsydurin
backlogged, thus increasing its queue differential. Evalht, idle periods — a data channel and two narrow-band busy-
its priority becomes equal to the highest priority, and it i®one channels. A node with a backlogged high priority packet
able to flush out its packets. This prevents complete siarvattransmits a busy tone signal (BT1) evely slots. Neighbors
of any particular flow. However in the case of static priorityhat hear BT1 will forward this signal to the node’s two-
scheduling, the deadlocked flow’s priority never changelspp neighbors on a different band (BT2). The node’s two-hop
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one specific run for the CLO experiment. Note that CSMA's aggte throughput is higher, but CLO-Siren gets bettertyitince no flow is starved. (C)
shows the proportional rate allocations for DWOP and Siremmared with the ideal rate allocations for 4 and 6 sources.

neighbors with backlogged low priority data that hear BTR wi[10] Y. Ge, J. Hou, and S. Choi. An analytic study of tuningteys param-
defer their transmissions. This ensures the transmisgibigb
priority packets. BTPS solves the hidden terminal proble

effectively, but requires nodes to listen on multiple chelan

dur

ing idle periods. It is also constrained to two prioriyéls.

In black burst contention [28], [25], nodes with backloggeE}Z]
packets first wait for a short time period and then transnjits)
small pulses of energy dslack burstswhich serve to “jam”
the channel. The length of a black burst is an increasinlgl
function of the priority of the backlogged packet and/or hko ]
long a node has been waiting for access to the channel. Aftes
transmitting the black burst, a node observes the channal fo
short period of time to check if any other node is transn@ttin[le]

a longer black burst. If not it will transmit the data packet.

VII. CONCLUSION

[17]

We evaluate MAC protocols for their effectiveness in imple8l

me
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but are vulnerable to hidden terminals under multihop essl (20

eters in ieee 802.11e enhanced distributed channel ac€&smputer
Networks 2005.

D. Hadaller, S. Keshav, and T. Brecht. Mv-max: imprayiwireless
infrastructure access for multi-vehicular communicatiom CHANTS
'06.

M. Heusse, F. Rousseau, G. Berger-Sabbatel, and A..Refformance
anomaly of 802.11b. IRINFOCOM '03

M. Heusse, F. Rousseau, R. Guillier, and A. Duda. Idiessean optimal
access method for high throughput and fairness in rate stveireless
lans. InSIGCOMM '05

B. Hull, K. Jamieson, and H. Balakrishnan. Mitigatingngestion in
wireless sensor networks. BenSys '04

E.-S. Jung and N. H. Vaidya. A power control mac protdoolad hoc
networks. InMobiCom '02

V. Kanodia, C. Li, A. Sabharwal, B. Sadeghi, and E. Krtigh Dis-

tributed multi-hop scheduling and medium access with dedayl

throughput constraints. INMobiCom '01

V. Kanodia, A. Sabharwal, B. Sadeghi, and E. Knightlydéred packet
scheduling in wireless ad hoc networks: mechanisms andnpeahce
analysis. InMobiHoc '02

D. J. Leith and P. Clifford. Using the 802.11e edcf toiagh tcp upload
fairness over wlan links. IWIOPT '05

S. Lin, J. Zhang, G. Zhou, L. Gu, J. A. Stankovic, and T. Hepc:

adaptive transmission power control for wireless senstworis. In

SenSys '06

] X. Lin and N. B. Shroff. The impact of imperfect schedhgion cross-
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